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IlonuTHKA B OTHOIIEHHH 00paboTKH H 3aIHTHI MEPC

1.061mHe nojoKeHHs

1.1 TepMUHBI U ONPEAEICHHA
e — mobas HHPOpMALIHA, oTHOCAIIAACA K IPsAMO WIN

ITepcoHasbHbIE IAHHEI
eMOMY (pU3IECKOMY JIHALLY (cyOBeKTy

KOCBEHHO OHPGJIEJIGHHOMY A OTIpENCIIA

epCoHAIBHBIX IaHHBIX).

Onepatop — rocyJapCTBEHHBII OpraH, MYHHUIMIAIBHBINA OpraH, IOpUIHIECKOe Uil
(u3paecKoe JIHII0, CAMOCTOATENBHO MM COBMECTHO € JPYTUMHU JTMLAMHI

opraHu3yolye u (WIH) OCyIIECTBIIOMINE 06paboTKy NEepPCOHANBHBIX JAHHBIX, &
TaK ke ompe/eNTonIye e/ 06paboTKH EPCOHANBHBIX NAHHBIX, COCTAB
TepCOHAIBHBIX JAaHHBIX, TTOJJISKAIINX 06paboTke, nelcTBUs (ONMepanum)

?

COBEpPIIAEMBIC C nepCOHAIBHBIMHA JaHHBIMH,

O6paboTKa IepcoHaIbHBIX JaHHBIX — JIIob0oe IEACTBYE (omeparus) UK
COBOKYIHOCTh JeiicTBui (omepalyii), COBepIIaeMBbIX C UCTIOIB30BAHIEM CpeICTB
ABTOMATH3ALIMY WY Ge3 MCIIONb30BaHUS TaKUX CPEICTB C IEPCOHATBHBIMH
[JAHHBIMH, BKIIOYast c6op, 3aliCh, CACTEMATH3AIIMIO, HAKOIIIEHHE, XPaHEHHC,
yrouHeHne(0OHOBIEHNE, H3MEHEHUE), U3BIEUCHUE, HCIIOJIB30BAHUE, nepenady
(pacnpocTpaHeHue, [IPeOCTaBIEHHE, I0CTYI), 06e3nuuMBaHue, OJI0KUPOBAHHUE,

yaalleHHe, YHU4ITOXCHHUE [IepCOHAIBHBIX JIaHHBIX.

ABTOMaTH3MpOBaHHas 00paboTKa MepCcoHaIbHBIX NaHHBIX — obpaboTka
IIePCOHABLHEIX TaHHBIX ¢ TIOMOIIBIO CPETICTB BBIYMCIUTENEHON TEXHUKU.



HBIE Ha

Pacmpoc
Tpa
b HEHUE MepCOHANBHBIX JaHHBIX — JeicTBHS, HaPaBIeH
efieJIEeHHOMY

PackpeiTHE
Kp NEPCOHANBHBIX JAHHBIX ONpeaeeHHOMY JIHLY HIH onp
KpyTy nuu,.

HaIpaBJIeHHbIE Ha

I1
pelloCTaBlieHHE NepCcOHANbHEIX JaHHBIX — nercTByA,
JIeHHOMY

PACKPBITHE NMEpCOHANBHBIX JAHHBIX ONpeieCHHOMY JIHLLY WY OIIpene
Kpyry jui.

BHOKHPOB&HHE IepCOHAJIEHBIX JaHHbBI

TIepCOHANBHBIX [IaHHBIX (32 HCKIIOYEHHEM CI1y4aes,
JYTOYKEeHHE TIePCOHAIBHBIX JaHH

HEeBO3MOXKHEIM BOCCTAHOBHTD
LUOHHOM CUCTEME repcoHanbHbBIX
aroTCs MaTepHaIbHBIe HOCHTCIIH
HBIX JAHHBIX - J€MCTBUA, B
CI10JIB30BaHHA

CTh NEePCOHAIIBHBIX

X - BpEMEHHOC npeKpalleHne 06paboTKH
ecau 06paboTKa HeobxoauMa
JUIsSl yTOUHEHHs TIepCOHANBHBIX IAHHBIX). YH BIX -
IeicTBUs, B pe3ysibTaTe KOTOPBIX CTAHOBHTCH
cofiepXaHue NMEPCOHANBHBIX JaHHBIX B uHdopma
IaHHBIX Y (MJIH) B pe3yJIbTaTe KOTOPBIX YHHITOX
TIepcoHANBHBIX AaHHBIX. O6e3nnyuuBaHue IEpCOHATIb
pe3y/bTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM Oe3 u
JOTIOTTHUTENNBHOM HH(POPMALUH ONPEAETUTE IPUHAICKHO
JIAHHBIX KOHKPETHOMY CyOBEKTY IepCOHANbHBIX NaHHBIX. HNupopManimoHHasA
CHCTEMa IIEPCOHAIBHBIX JaHHBIX - COBOKYIIHOCTh COAEPKAIUXCS B 0a3ax JaHHBIX
HePCOHaHBIjBIX MAaHHBIX M 00ecreqnBaomuX ux 06paboTky HHYOPMaIMOHHBIX
TeXHOJIOTHIl U TEXHHYECKUX cpeAcTB. TpaHcrpaHUYHasA Nepeaada epcoHalbHbBIX
JaHHBIX - [lepejiaya [IEPCOHANBHBIX JaHHBIX Ha TEPPHUTOPUIO0 HHOCTPAHHOTO
e o oy ———.
TPaHHOMY HOPHIAUYECKOMY JIHLY.

1.2. Haznaye
s c*:z :M;P::rifozc:;ia HQKYWH? IMonutuka Y10 «JOT»
pobnemy obecneyeHus Oezomna

NEPCOHATBHEIX . CHOCTH

Lener u 3anayq 32:;{:':;:{ M NIPEICTABIISCT COOOI CHCTEMATH3HPOBAHHOE H3NOKEHHE

i > » KaK OTHO MJIM HECKOJIBKO TIPaBHII, IIPOLEYD,

e 6e:; 1 PyKOBOJSILMX NPHHIMIIOB B 06JIaCTH

- :aCHOCTH, KOTOpeIMH pykoBoactByercs YO «IIT» B

P T,eXHaKnce OCHOBHBIX TIPHUHIMIIOB TIOCTPOEHHUS,

GesonmacHocTn Hep;onan:;[:;mecm U NPOLIETYPHEIX acleKTOB obecrneyeHus

Honurnku sBasores Kower i sal.{,OHmaTEHBHOﬁ OUHBHOH HHCEEE

e Komyum[ Poccuiickoii ®enepaunu, I'paxnaHckui,

«O nepconamsHEx ,l:[aHHfoe(;cm’ ‘Deﬂepaimnmﬁ 3aKOH OT 27.07.2006 Ne 152-®3

O6WIX MpusIHITaX opramm3a e/lepabHEIi 3akoH oT 06.10.2003 Ne131-@3 «O6

S . LMK MECTHOTO caMoympaBieHus B Poccuiickoif

AACTBYIOWIErO BaKOI';Oﬂ,aTeI’ POREREHRIGUEHIG, By Hp Mt DS S
nectBa Poccuiickoit ®enepaunn, nokymeHTsl PCTOK



u OCB
Poceny, chonbaoaanue AaHHoOM [lonuTHkM B Ka4ecTBe OCHOBEI IS
NOCTpOeHUy KOMMmiekcHoif

CHCTEMbI HH(OPMALIMOHHOH GE30IacHOCTH
HIePCOHANEHBIX ManmEx VIO «J1T» 103BOMUT ONTHMU3UPOBATE 3aTPATHI HA €€
NoCTpoenue, ITpu paspaborke IToMUTHKY yYUTHIBANTMCE OCHOBHBIE TIPHHITAIIEL
CO3N@HMS KOMIUTEKCHBIX CHCTeM ofecedeH s 6e30nacHOCTH nHpOpMaNMH,
XdPAKTEPUCTUKY M BO3ZMOKHOCTH OpraHM3allHOHHO-TEXHHYECKHUX METOIOB U
COBPEMEHHEBIX annapaTHO-IIPOrpaMMHBIX CPEZCTB 3aIUTEI ¥ IPOTUBOAEHCTBYS
yrposam 6esonacrocti nHdopmammu. OcHoBHEIe TONO>KeHUs [TonuTHKY
GasupyroTcs Ha Ka4eCTBeHHOM OCMBICIIEHUH BOMPOCOB 6€30I1aCHOCTH
MH(OOPMALMH U HE 3aTPAruBAIOT BONPOCOB SKOHOMHYECKOTO (KOMMEECTBEHHOTO)
aHaJIM3a pUCKOB U 000CHOBaHHS HEOOXOIUMBIX 3aTpaT Ha 3allUTy HH(popMaLuy.
Hacrosimas IMonutuka ycranapmusaer mopsgox 06paGoTKu NepCOHATBHBIX
(H3HIECKUX UL B CBS3M ¢ peau3alyeii TpyIOBbIX OTHOMIEHMU ¥ B CBA3H C
okasanueM Y /10 «IJIT» o6pa3oBaTenbHbIX YCIyT M OCYIIECTBIEHHEM APYTUX
byHKIHMIL.

2. Cocras nepconaabHbix ganubix YO «UIT» (OnepaTop o6paGoTku
TIEPCOHANLHBIX AaHHBIX) 06pabaThiBaeT ciiefyIolHe KATeropHH

MEPCOHANLHBIX NaHHBIX B CBSI3H € peasin3anHreil 06pazoBaTe/bHbIX YCIayr u
TPYAOBLIX OTHOIIEHHI:

- GaMIITHs, UMS1, OTYECTBO;

- allpeC NPOXXUBAHUS U TIPOMUCKH;
- TenedoH;

- CEeMEeHHOoe NoJIoXeHUE;

= HHBIE NACIIOPTHEIE JAHHEIE;

- MHH.

- @ TAKOKe NIepCOHANbHbIe NaHHbIe, COAEPIKAIMECS B THCHMEHHOM 3asBJICHUY C
POCKGOH O MOCTyIUIeHNH Ha paGoTy, COOCTBEHHOPYYHO 3aII0JIHEHHOH 1
IOAMUCAaHHON rpa)kaqaHuHOM Poccuiickoii Denepamnuu aHKeTe, KOMUSX MAcIopTa
1 CBUIICTENILCTBE O TOCYAapCTBEHHO PErHCTPALMM AKTOB IPaKIaHCKOTO
COCTOSIHMS, TPYNOBOM KHI)KKE, NOKYMEHTE, [IOATBEPKAAIOLIEro IPOXO0XKICHHE
BOCHHOH MJIM HHOM CIy»KOBbI;

= KONIMY TOKYMEHTOB 0 npodeccuoHansHOM 06pa3oBaHuH, NpodecCHOHAIBHOM
IIEPENIOAITOTOBKE, MOBHIIIEHNY KBATM(HUKALUH, CTaXKHPOBKE, IPHUCBOCHUH YUeHOH
CTCIICHY, YYCHOr'0 3BaHUA (EC/IH TAKOBBIE UMEIOTCH); 1

- KOMIMM PelleH!H 0 HarpaAeHUH roCy1apcTBeHHBIMH HarpaiaMu Poccuiickoi
deneparun, [TogeTHoit rpamoroit ITpesunenTta Poccuitckoit Penepauuu, 06
o6bsBnennu Gnaromapuoctu Ilpesunenta Poccuiickoit defepallii, IPHCBOCHUH




IX
TIO9CTHBIX, BOMHCKHX U CrIeLANBHEIX 3BaHMit, PUCYKIEHUH TOCYIaPCTBEHIR

TMPEMuit (eciu TakoBsIe HMerOTCA);
- 9K3EMILISPE TPYOBOrO JOrOBOPA, 4 TAKXKE IK3EMILIAPAX THCHMEHHBIX
JIOTIONHUTEIBHEIX COIAleH i, KOTOPEIMU O(pOPMIISIOTCA U3MEHEHHA H
[IOTIONTHE RS, BHECEHHBIE B TPY/IOBOM JOrOBOP; KOIWH IOKYMEHTOB BOHHCKOTO
ydera (Ul BOeHHOOGA3aHHBIX U JIALL, TIOANeXalluX IpU3bIBY Ha BOEHHYIO
ciyx0y);
-J;yTI‘eCyTl:LlHOHHOM nucTe paboTHUKAE, IPOIIELIEro aTTeCTAIHIO, 1;1' OT3BIBE f)ﬁ
MCTIONHEHIH UM JIOJDKHOCTHBIX 06sa3aHHOCTell 33 aTTeCTallHOHHBIH NIepUOL;
- SK3aMEHALIOHHOM JIHCTE pabOTHHKA K OT3bIBE 00 ypOBHE €ro 3HaHU#, HABBIKOB
U YMeHuii (IpodecCHOHANTEHOM ypOBHE);
- KOIIMM pelLIeHHH O TOOLIpeHHH paboTHHIKA, & TaKKe O H
JTUCHUIUIMHAPHOTO B3BICKAHHUS 10 €r0 CHATHS WK OTMEHBI,
- KOIIMH JOKYMEHTOB O HauaJle CIIyeGHOH MpoBepKH, €€ pe3ynpTarax, 06
OTCTpaHeHHH pabOTHHKA OT 3aMeIaeMON TOJDKHOCTH;
- IOKyMEHTaX, CBA3aHHBIX ¢ O(OPMIIEHHEM JOIYCKa K CBEACHHAM, COCTABIAIOMNM
rocyJ1apCTBEHHYIO HITH HHYIO OXpaHsIeMYIO 3aKOHOM TalHy, €CJIM UCIIOJIHEHUE
00s13aHHOCTel 10 3aMelIaeMOoH TOMKHOCTH CBSI3aHO C HCIIOJIB30BaHUEM TaKUX

aJOKEeHUU Ha Hero

CBEJICHMIA;

- KOTIMU CTPaxOBOI0 CBUMETENIBCTBA 00543aTeIEHOIO IEHCUOHHOTO CTPaXOBaHHU;
- KOTIMY CBHZETENIBCTBA O IIOCTAHOBKE HA Y4€T B HAJIOTOBOM OpraHe (GpHu3H4ecKoro
LA [T0 MECTY JXUTENBCTBA Ha TeppuTopun Poccuiickoit @enepanmu;

- KOIMHH CTPax0BOr'0 MEJUIIMHCKOIO I0JIUCA 00S3aTeIBHOIO MEAUIIHHCKOTO
CTPaxOBaHMs Ipa)Ka1aH, MeIULIMHCKON KHHXKKE.

Jist uenedt oxasanust 0GPa3OBATENBHBIX YCIYT M OCYIIECTBIICHUS TPYIOBEIX
QYHKIWMI (oTHOMOYHIA, obs3annocreit) B YO «IOT» o6pabaTsiBaloTcs
CIIENYIOIKE KaTerOPUH IMEPCOHANBHbIX JAHHBIX:

- amunus, UM, OTYeCTBO;

= apEC MPOXKUBAHUS U MIPOITHCKH;
- Tenedon;

- UHBIE NIACTIOPTHBIE NIaHHEBIE;

- aapec 3JIeKTPOHHOH I10YTHI;

- THH,;

- CHUIIC;

- MHbIE CBeJleH!s yKa3aHHbIe 3asiBUTEIIEM.




3. Ilepenaya NePCOHAJILHBIX JAHHBIX.

YO «JOT» He NpeIOCTABNsET U He PaCKphIBAET CBEIEHMs, COMEPXKAlIIe
NIepCOHANbHEIE JaHHBIE PAGOTHHUKOB, 00yYarOLIMXCA U HX pomuTENeH , TPETEEH
CTOpOHe 6e3 MHCEMEHHOTo COrvacks CyObeKTa epcoHalbHBIX JAHHBIX, 33
UCKIIIOYEHHEM CITyyaes, Korga 3T0 Heo0XouMO B LEJIAX npeAynpexaeHnsa yrpo3bl
KM3HH U 30POBbIO,  TAKXKE B CIIy4asX, yCTaHOBJIEHHEIX denepanbHEIMHA
3akoHamu. [10 MOTHBHPOBAaHHOMY 3aIIPOCY HCKIIOUMTENBHO LA BBITOJTHEHHMS
BO3J10EHHBIX 33KOHOIATENBCTBOM (yHKIHH H MOMTHOMOYHH 1epCOHaNbHBIC
JaHHble CyOBeKTa IepCOHATBHBIX IAHHBIX 6€3 ero cornacui MOryT OBITH
niepeJaHbI:

- B cynieOHbIe OpraHbl B CBA3M C OCYIIECTBIEHUEM IpaBOCY AHS;
- B OpraHBl roCyIapCTBEHHOM 6€30I1aCHOCTH,

- B OpraHHI IPOKYPATyphl; - B OPTraHbl NOJIULIAH;

- B CJIeICTBEHHEIE OpraHkl;

- B HHBIC OpraHbl H OpraHH3alHii B CJIydasaX, YCTaHOBJICHHBIX HOPMAaTUBHBIMHA
IpaBOBEIMH aKTaMH, 00s13aTeIbHBIMHU IJIS UCIIOJTHEHH .

PaGoTHUKH JBOpLA, BeAylIHe 00paboTKy MepcoHaIbHBIX JAHHBIX, HE OTBEYAIOT Ha

BOIIPOCBI, CBA3aHHbIE C Nepeiaieil NEPCOHANBHEIX JaHHBIX MO TeNeQOHy MITH
pakcy.

4. IIpaBa cy0beKTOB NepPCOHAIBHbBIX JAHHBIX .

Cy06BbexT nepcoHaNbHBIX IAHHBIX BIIPaBe tpeboBats oT VIO «AAT» yrouHeHus
€ro NepCOHANBHbIX JaHHBIX, X OJIOKHPOBAHUS WIIH YHUUTOXKEHHUS B ciy4dae, €Cly
[I€PCOHAIbHBIC NaHHBIE SBISIIOTCS HEMONHBIMM, YCTAPEBIIUMHU, HETOYHBIMH,
HE3aKOHHO TOTyYE€HHBIMU WIH HE SBISIOTCS HEOOXOAMMBIMHU /IS 3asBIIEHHOM
enu 06paboTku, a Takyke MPUHUMATB [IpelyCMOTpEHHEIE 3aKOHOM MEpEI I10
3alllUTe CBOMX mpaB. [y peanu3auuu BhILIEYKA3AHHEBIX [IPAB CyOBEKT
IIEPCOHATIBHBIX NAaHHBIX, MOXET B IIOPSAAKE YCTAHOBIEHHOM cT.14 QenepalbHOTO
3aKkoHa oT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHEIX», 0OPaTUTHCA C
COOTBETCTBYIOIIUM 3aripocoM. [1J1s BBIIOIHEHUA TAKUX 3aIIpOCOB NPENCTaBUTENIIO
OnepaTopa Mo)xeT noTpeGoBaTLC YCTaHOBUTE Banry THYHOCTE U 3aIIPOCHTh
JOTIOJIHUTENBHYI0 uH(popManuio. Ecinu cyObeKT nepcoHaNbHEIX JaHHBIX CUHTAET,
yTo Oneparop ocyiiecTBiisieT 00paboTKy ero repcoHalIbHBIX JaHHEIX C
HapyuieHueM TpeGoBaHui HacTosmero OenepaqsHOro 3aKOHA MIIK UHBIM 06pa3oM
HapyllaeT ero npasa U cBOOOBI, CyOBEKT MepCOHAIBHBIX JaHHBIX BIpaBe




o0XanoBath necTBus WK Oe3meiictue OnepaTopad B BEIILIECTOSIIAHN opras, B

i e
OpraHsbl NIPOKYpPAaTypHl WK B CYIlQSHQM nopsJiKe. Kpome TOTO, I[eHCTBYIOIJJ.e
st
3aKOHOAATENLCTBO MOXET YCTaHABIUBATD orpaHHYeHU 1 apyrue ycinoBH,
KacaloLiecs YIOMSHYThIX Bblle Balmx npas.

5. O0beKThI 3aLHTHI .

CTM TIepCOHATBHBIX JaHHBIX B yJ0

OCHOBHBIMU 00BEKTaMH CUCTEMBI 6e30acHo

«JT» ABIAIOTCA:

ne—
uH(OpMALOHHBIE PECYPCHI € orpaHHYeHHBIM OCTYIIOM, comeprKanl

HepCOHaJIBHBIe JaHHBIC,

OHAJIBHBIX NaHHBIX B HH(bOpMaH.I/IOHHOH CHUCTEME—

I T», nHGOpPMALMOHHEIE T
a, 06pabOTKH, XpaHeHHUs H nepeAadu
UKOB U monp3oBaTesei CHCTEMBI U €€

nmpotecchl 06paboTKH Mepe
ITepCOHATBHBIX TAHHBIX YO «
pernamMeHTsl ¥ MPoIeLyphl cbop
pHbOpMAaLKH, TePCOHATT paspabord
06 ciyKUBaIOILHi ITEPCOHATL

eXHOJIOTHH,

MH(OpMALHOHHAS HHOPACTPYKTYPa, BKIIIOYAIONIAsl CHCTEMBI 06pabOTKY U~
aHanTu3a HHPOPMALMH, TEXHUYECKHE U TTPOrPaMMHbIC cpencTsa ee 06paboTKH,
nepenayd U 0TOOPaXeHHs, B TOM YHUCIIe KaHAIbI “H(POPMALHOHHOTO 0OMeHa 1
TeTleKOMMYHHKAIHH, CHCTEMBI 1 CPE/ICTBA 3aIlUTE] uH(opMaluH, OOBEKTH! U
[TOMeLIeHNs, B KOTOPBIX PacloNoXeHbl TEXHUUECKHE CPEeNCTBa o6paboTku
HEePCOHATBHBIX JaHHBIX.

6. Llesiu 1 3axa4un obecneveHust 0e30MacHOCTH NEePCOHATBLHBIX TaHHBIX.
6.1. UiHTepech! 3aTparnBaeMsIX CyObeKTOB HHQOPMAIMOHHEIX OTHOLICHHUH

6.1.1. Cy6pexramu HHGOPMAIMOHHEIX OTHOIIEHUH pu obecreyeHnH
6esomacHocTH MepcoHanbHbIX HaHHBIX Y IO « AT ABAAOTCA: Y110 «JOT», kak
cOOCTBEeHHUK MHMOPMAITMOHHBIX PECYypPCOB;

— pykosozacTso u corpyauuku YO «IJIT», B COOTBETCTBUH C— BO3JI0KEHHBIMH
Ha HUX QYHKIUSIMU;

usmueckue nuna, cocrosume ¢ YO «IAT» B rpa’kJaHCKONMPaBOBBIX
OTHOILEHUAX (TpaXkaaHe).

6.1.2. TlepeuncieHHbIe CyOBEKTH HHPOPMAIMOHHBIX OTHOLIEHHM
3aMHTEpPeCOBaHbl B 00eCTIeYeHUU: CBOEBPEMEHHOrO J0CTyIa K HEOOXOIUMBIM UM
[epCOHANBHBIM JAHHBIM (MX TOCTYIHOCTH); AOCTOBEPHOCTH (TTOJTHOTBI, TOYHOCTH,
aJleKBaTHOCTH, LI€JIOCTHOCTH) MIEPCOHANIBHEIX NAHHBIX, KOoHGUAEHIUATIBHOCTH



i UM
(COXPaHEHPUI B TaliHe) epCOHAIBHBIX JaHHBIX; 3aIUTEL OT HaBsI3bIBAHMA w13
. a”
JIOXHBIX (HENOCTOBEPHEIX, HCKaXEHHBIX) EPCOHABHBIX NaHHBIX; PasTp 54
IX TIpa
OTBETCTBEHHOCTH 3a HapylLUeHHs X NIpaB (HH’I‘GPGCOB) | yCTaHOBJICHHD P
JIeHUsA
oOpatieHus ¢ IIepCOHANBHBIMU JaHHBIMHY, BO3MOXKHOCTH OCYLIECTE .
rpoueccamMu 06paboTKH U nepena4
HEIPEPLIBHOrO KOHTPOJIA U yNpaBjIeHHs IIP gt o5
OT HE3
T€pPCOHAJIBHBIX JaHHBIX, 3alllHThI l'IepCOHaﬂBHHX JaHHBIX

pacnpocTpaHeHHs.

6.2. lenu 3alIUTHL.
TOXKEHUS

6.2.1. OCHOBHOIf IIeJIBIO, Ha JOCTHXCHUE KOTOpO¥ HAnpaBJIeHBI BCC 1o
gacrosmeit [ToNUTHKY, ABISIETCS 3alluTa cyOBEKTOB uH(OpMaLIOHHBIX
orromenuii VIO « JAT» oT BO3MOKHOIO HaHEeCEeHUsI UM MaTepPIaJ'IEHOI‘O,
(bH3UHUECKOTO, MOPaBHOT0 I HHOTO yuep6a, MocpencTBOM CITy4anHOTO WK
npeHaMepEHHOr0 BO3AeHCTBIS Ha nepcoHabHbIe JaHHBIC, X HOCUTEIH,
nporeccs 00paboTKU U Tepefain.

6.2.2. YkazaHHas 1eNb JOCTUTaeTcst NOCpeICTBOM obecrieueHus U TOCTOSHHOTO

MO epKaHMs CIIeYIOIIMX CBOMCTB MEPCOHANIBHBIX IAHHBIX: JIOCTYITHOCTH
IIepCOHATBHBIX JaHHBIX JUIS JIETallbHbIX nosib3oBarefieit (yCTOMYHUBOIO
GyHKIMOHIPOBAHHS MH(POPMAIIHOHHEIX CHCTEM YO «1JdT», mpa KOTOpOM
OJIB30BATEIM UMEIOT BO3MOXHOCTD MOTyYeHUs He0OXOMMMBIX MePCOHANBHBIX
J@HHBIX ¥ Pe3y/IbTaTOB PELIeHHs 3a/ad 38 MpHeMIIeMOe ISl HUX BpeMs);
1[eIOCTHOCTH M ayTEHTHYHOCTH (TIOATBEPIK/ICHUE aBTOPCTBA) IIEPCOHANBHBIX
J@HHEIX, XpaHUMBIX U 00pabaTsiBaeMBIX B HHGOpMAaIMOHHEIX cucteMax ¥ /10O
«JJIT» u nepeaBaeMoii 10 KaHaNIAM CBSA3H; KOH(QUIECHIMAIBHOCTH - COXpaHEeHHA
B TaliHe OTpe/ie/IeHHO! YacTH NIEpPCOHANBHEIX JaHHEBIX, XpPaHHUMBIX,
o0pabaTeIBaeMEIX U IIepelaBaEMBIX I10 KaHajiaM CBS3H.

6.2.3. Heo6x0oauMblif ypOBEHB HOCTYIIHOCTH, LIEJIOCTHOCTH U
KOHQUIEHIHATEHOCTH IIEPCOHAIBHBIX TaHHBIX 0becreunBaeTcs
COOTBETCTBYIOMIUMH MHO)KECTBY 3HAUHUMBIX YTPO3 METOJIaMU U CPEACTBAMH.

6.3. OcHOBHEBIE 332491 CUCTEMBI o0ecneueHus 6€30IacHOCTH MEPCOHABHBIX
JaHHBIX

6.3.1. Jlnsi JOCTHIXKEHKMs OCHOBHOM IIEJIM 3alUThl ¥ 00ecredeHns yKasaHHbIX
CBOMCTB NMEPCOHANBHEIX JAHHBIX CHCTEMa 00eCTIeeHUs uH(OpPMaIIMOHHOM
6esomnacnocti YO «IIT» nomkHa obecrnednpaTh 3Q(QEeKTHBHOE PEILCHHE

CIenYIOLIUX 3a1a4:



! o3
CBOEBPEMEHHOE BEHISABJIEHUE, OLIEHKA U IPOTHO3MPOBAHHC JMCTOUYHHUKOB YI'P
MHGOPMaLKOHHO# Ge30nacHOCTH, TPUHHH 1 yCIOBUH, criocoOCTBYOIIMX

HBIX
HAHECEHUIO yiepba 3anHTepeCOBAHHEI HOH

M cyOBEKTaM pHpopMall bl

L alMOH
OTHOINEHMIA, HapyLIeHHUIO HOpMaIbHOTO (yHKIHOHUPOBAHIA uHpopM
cucteM YJ1O «I0T»;

1 6e30MacHOCTH
- CO3[IaHMe MeXaHu3Ma OrepaTuBHOTO pearnpOBaHus Ha yrpo3sl 0

HH@OPM&HHH UM HEraTHBHBIC TeHIEHUHUH;

0 yIe Oa
- CO3JAHHE YCIOBHH JUI MEHMMU3ALHH 1 TOKAIU3aLUH HaHOCHMorociaﬁjfeHHe
HenpaBOMePHBIMU e CTBUAMH usndecKuX 1 FOUAMIECKHE ng ’ 30TaCHOCTH
HeraTHBHOTO BIMAHUS ¥ JIMKBU/ALIAA noc/eACTBHIA HapyIeHH ©

pHpOpMaLIUH;
HHBIX
_ 3aIUTY OT BMeWIAaTebCTBa B MPOLECC (yHKLMOHAPOBAHNS uHbopMaIHo
cuctem VIO «JIAT» MOCTOPOHHHX JIMI (mocTymn K yH(pOpMAIMOHHEIM pecypcaM
JOJKHEI HMETH TOMBKO 3apeTMCTPUPOBAHHBIC B yCTAHOBJIEHHOM IOPAIKE

TI0JT30BATEINN);

- pa3srpaHUYeHHe JOCTyIa mosp3oBareseil K MHPOpMalMOHHEIM, allnapaTHbIM,
IIPOrpaMMHBIM M HHBIM pecypcaM VIO «JJAT» (BO3MOXKHOCTE JOCTYTA TOJIBKO K
TeM pecypcaM M BEINOJIHEHHUs TOJIBKO TeX omnepanuit ¢ HUMH, KOTOPBIE
HeoOX0aUMB! KOHKPETHBIM II0JIb30BATENIAM JJIsl BBIIIOJITHEHUS CBOUX CIyeOHBIX
06s3aHHOCTEI), TO eCTh 3aIUTY OT HECAHKI[HOHMPOBAHHOTO NOCTYTIa;

- obecriedeHue ayTeHTH(HUKALMH [0JIb30BATEICH, yIaCTBYIOIIHX B
nHbopManOHHOM o6MeHe (IIOATBEPXKICH)E IOVIMHHOCTH OTIPAaBUTEN U

noayyarens HHpOpMaIyH);

- 3AIIATY OT HECAHKIIMOHUPOBAHHOH MOIUUKAIINK HCTIONIB3YEMBIX B
nHdopmanyonHslx cuctemax YO «IJIT» nporpaMMHBIX CPEACTB, a TAKXKE
3alIATY CUCTEMBI OT BHEIPEHUS HeCAaHKLIMOHMPOBAHHBIX NPOrpaMM, BKIOHast
KOMIIEIOTEPHEIE BUPYCHL;

- 3IUTY UHGOPMALMK OrPaHUYEHHOTO MOIE30BaHUsA OT YTEUIKH 1O TEXHHYCCKHM
KaHAIaM NpH ee 06paboTKe, XpaHeHUH U Tiepeaye Mo KaHallaM CBA3M.

6.4. OCHOBHEIE ITyTH PELICHUS 3a/1a4 CUCTEMBbI 3allUTEI

TlocTaBlneHHBIE OCHOBHbBIE LENY 3allUTh] U peIIeHNUE IepEeYUCIICHHBIX BhIIIIE 3a0a9

JOCTUrAIOTCSA: CTPOTUM YYeTOM BCeX IOJUIeKAINX 3aliTe pecypeoB
nHbopMaurornbix cucteM Y10 «IAT» (uadopmanu, 3axa4, A0KyMEHTOB,
KAHANOB CBS3H, CEpBEPOB, ABTOMATH3MPOBAHHBIX pabodnX MECT);



KYPHAIUPOBAHUEM NeitcTBHi IIEPCOHAJIA, OCYIIECTBIIAIOIIET0 obciryKuBaHue 1
MOJIM(UKAIMIO IPOrpaMMHBIX ¥ TEXHHYECKHX CPECTB yH(OpMAIHOHHOH
CHCTEMBI; TOJHOTOM, peanbHOH BHIIOTHHMOCTEIO H HETPOTHBOPEIHBOCTRIO
TpeGoBaHHi1 OpraHM3aLHOHHO-PACTIOPATUTEIBHEIX TOKYMEHTOB BBILIC CTOSIIMAX

OpraHM3anyii Mo Bonpocam obecreyeHus GesomacHocTy nHpopMaluH; -
COTPYIHUKOB), OTBEeTCTBEHHEIX 3a OpraHusaly

IIOATOTOBKOM JOMKHOCTHBIX JIULI ( e

i OIIacH
U OCYILIECTBIJICHHE [IPAKTHIECKHX MEPOIPUATHH 110 obecrieuenuto 6e3 e
TIEPCOHABHEIX JAHHEIX H MPOIECCOB UX 06paboTKH; Ha[eNeHUEM KK o
coTpyaHHKa (TT0B30BATENA) MHHUMAJIBHO He06X0MUMBIMH [JIS1 BRITIOJTHEH

cBOMX (DYHKIMOHATBHEIX 0053aHHOCTEH MOTHOMOTHAMA 10 JOCTYILY K

uadopmanHorHsM pecypcam YO «UIT»; HeTKIM 3HAaHWEM M CTPOTUM .
co6JroieHHeM BCEMHU IOJIB30BATEIISIMHU nHGOpMaIlMOHHBIX CHCTEM VIO «J0T»

TpeGOBaHHil OPraHH3aLHOHHOPACTIOPANUTENBHEIX TOKYMEHTOB IO BpTpocanL
obecrieyenns 6e30nacHOCTH HHPOPMAIIK; [ePCOHANBHON OTBETCTBEHHOCTBIO 34
CBOM JIEMCTBUA KaXKJOr0 COTPYAHUKA, B paMKaxX CBOHUX cbyHKHHOHaJIBHBIX
06s3aHHOCTell HMeIoLIero IocTyn k nHpopManoHHeIM pecypcam Y 1O «IAT»;
HeNpepEIBHEIM OAepKaHneM HeoOX0IUMOr0 YPOBHS 3allIMILIEHHOCTH 3JIEMEHTOB
uHbopmanuonHoit cpeasl YO «IT»; npuMeHeHHEM (PU3UYECKUX U
TEXHHYECKUX (IpOrpaMMHO-AIIapaTHBIX) CPEACTB 3aIUTEI PECYPCOB CUCTEMBI H
HelpephIBHON aAMUHUCTPATUBHON IOAIEPIKKOH UX MCIIOIb30BAHUS;
2 GEeKTHBHBIM KOHTPOJIEM HaJ COGIII0IeHUEM TI0Ib30BATEIAMHY
uHpopManroHHbIX pecypcoB YO « I T»TpeboBanuii o oGecrnedeHuto
6e3onacHOCTH MH(OPMALUHY; IOPUANIECKOMN 3amuToi HHTepecos Y O
«IAT»1pu B3aMMOIEHCTBHE C BHEIIHUMH OPraHU3alusIMu (CBS3aHHOM C
00MeHOM NepCOHANBHBIMU JaHHBIMH) OT IIPOTHBOIPABHBIX A€HCTBHI, Kak co
CTOPOHBI 3THX OpPraHu3alUi, TaK U OT HECAHKIIMOHUPOBAHHBIX IEHCTBHIM
00CITy>XMBAIOIIEro MepCOHAaNa U TPEThUX JIHIL.

6.5. OCHOBHEIE IPHHIIAIIE] IIOCTPOEHUS CHCTeMBI 6€30I1aCHOCTH ITepCOHaIBHBIX
JaHHBIX.

IToctpoenue cuctemsl, obecreueHns 6e30MacHOCTH NePCOHaANBHBIX AaHHBIX YO
«1AT», u ee GYHKIIMOHUPOBaHKE JOJDKHBI OCYIIECTBIATECA B COOTBETCTBHH CO
CIIEAYIOLUMU OCHOBHEIMY MPHUHIUIIAMH: 3aKOHHOCTh; CUCTEMHOCTB;
KOMIUIEKCHOCTB; HENpephIBHOCTh; CBOEBPEMEHHOCTH; IPEEMCTBEHHOCTD 1
HeIpepHIBHOCTh COBEPIIEHCTBOBAHMS; pPasyMHasi JOCTATOYHOCTh (3KOHOMHYECKas
1enecoo0pa3HoCTh); MepcoHaNnbHasi OTBETCTBEHHOCTh; MHUHHUMH3ALHA
TMOJIHOMOYMIL;, MCKIIOUeHHe KOH(MIMKTA HHTEPECOB; B3aUMOIEHCTBHE U
COTPYAHUYECTBO; TUOKOCTH CHCTEMEI 3aIUTH]; OTKPBITOCTH alITOPHTMOB H
MeXaHH3MOB 3all[UThl; MIPOCTOTA MPUMEHEHHS CPEeICTB AU Thl;—



OGOCHOBaH T CTh; crenuanu3an
HOCTBb 1 EXHHUYEeCKas peaiu3zyemMo . 4
Ilporbe : I OJIsd
CCHOHGJ]H?.M, 00513aTeILHOCTE KOH Ip .

6.6. 3akoHHOCTS

Ilpennonaraer OCYILECTBJIEHHE 3alIUTHBIX MepOIpHATHI 1 pa3paboTKy CHCTEMEI
Ge3omacHocTH MepCOHAIBHBIX JaHHBIX VIO «JI/IT»B COOTBETCTBHH €
JEeHCTBYIOIUM 3aKOHOATE/IbCTBOM B 06 IaCTH 3aIUTH TIEPCOHATBHBIX JIaH
TaKxKe JApyruX 3aKOHOJaTeJbHBIX aKTOB I10 6ezomacHOCTH HHPOpMALUH PO, c
TIpHMEHEHHEM BCeX I03BOJIEHHBIX METOZIOB o6HapyKEeHHs U MPECeHCHIA
TIpaBOHApyLIEHUH Npy paboTe ¢ TiepCOHAIHBIMU JaHHBIMH. TIpuHATBIE MEPEI
6630I1ACHOCTH TIEPCOHATBHBIX JAHHBIX HE JOTKHEL NpeTnsTCTBOBATh [AOCTYILY

[PaBOOXPAHHUTEIBHEIX OPraHoB B II OHOZIATENIBCTEOM

peflycMOTpEHHBIX 33K _
ciydasx. Bee nonp3oBaTelH HH(OpPMALOHHOH CHCTEMBI VIO «JJT»I0IKHEL
HAMeTh IIpeACcTaBIIeHNe 00 OTBETCTBEH

HOCTH 3a IIpaBOHapyLIEHUs B obJacTd
06paboTKH IepCOHaBHBIX NaHHBIX.

HBIX, &

6.7. CHCTEMHOCTB

CreTeMHEIH TTOIXO/I K TIOCTPOEHHIO CHCTEMBI 3aIIUThl HHPOPMAIIMH B Y0
«IIT» mpeamonaraer y4eT BCeX B3aMMOCBA3aHHBIX, B3aMMOIECHCTBYIOIMINX U
H3MEHSIOIIUXCS BO BPEMEHHM 3JIEMEHTOB, YCJIOBUH M (aKTOPOB, 3HAYUMBIX JJIA
MTOHUMaHHS H peleHus npobieMsl obecneueHus 0e30nacHOCTH IePCOHATBHBIX
naHHBIX. [Ty CO3TaHMM CHCTEMBI 3aIMTHI JODKHEI YUUTHIBATECS BCE ClabbIe M
Haubolee yI3BUMbIE MecTa HHGopMalmoHHbIX cucteM Y IO « I Ty, a Takxke
XapakTep, BO3MO)KHEIE OOBEKTHI U HAIIPABJICHUS aTaK Ha Hee CO CTOPOHEI
HapymuTenei (0coGeHHO BEICOKOKBAIM(DHIHPOBAHHBIX 3JI0YMEBIIIIEHHUKOB).
Cucrema 3auIiThl JODKHA CTPOUTHCS C YUETOM HE TOJBKO BCEX U3BECTHBIX
KAHAJIOB IPOHAKHOBEHHS ¥ HECAHKLIMOHUPOBAHHOTO JOCTyIA K HH(pOpMALHH, HO
H C y4ETOM BO3MOHOCTH NOSABJIEHHUS IPHHLIUTINATIBHO HOBBIX myTeii pealn3aliy

yrpo3 0e30ITacHOCTH.

6.8. KoMmjieKCHOCTE

KoMILIEKCHOE UCIIOIBL30BAHUE METOJIOB U CPEJICTB 3aIIUTHI KOMITBIOTEPHBIX
HeHHe pa3sHOPOJHBIX CPE/ICTB pH

KpbIBAIOLIEH BCe CYIIECTBEHHBIC
skamei cinabpIX MECT Ha CThIKax
THCS AIIEJIOHHPOBAHO.

MU CpeACTBaMy,

CHCTEM MpeJrioaraeT corjiacoOBaHHOE MpUMe
TOCTPOEHUH 1I€IIOCTHOM CUCTEMBI 3aIIUTEL, IIEPE
(3HauMMBIe) KaHAJIbI pean3aliy yrpo3 1 He CONep
OTIelbHBIX e KOMIOHEHTOB. 3aliuTa J0JDKHA CTpOH
Brewmss 3aiuTa J0KHa o0ecneunBaThCs (bU3UYECKU
OpraHU3allIOHHEIMU K IPaBOBBIMU MEPaMH.



6.9. Henpeprisrocry, 3aMUTEI

O6ecneuenye Ge3onacHocTH IepcOHANBHBIX JaHHBIX - IPOLECC, OCYIHGCTBMeMI’m:
PykoBoacteoM VIO «JIT», aAMUHHCTPaTOpOM 6e30I1acCHOCTH nHQOPMaIMOHHON
CHCTEMBI M COTpYAHUKAMH BCeX YpoBHeil. DTO He TOJIBKO U He CTONIBKO nponenypa
WM NIONUTHKA, KOTOpas OCYILECTBIAETCS B onpeieNeHHEIH OTPE30K BPeMEHHI nin

OSIHHO
COBOKYIIHOCTE CpE/ICTB 3AIIATSI, CKOBKO MPOLECC, KOTOPBIA AOTDKEH IOCT

nestensroctd YO «IJIT». U ee 2¢ddHeKTHBHOCTE 3aBUCHT OT y4acTHA

pykosorctsa VIO «IT» B obecriedeHnH HHPOPMAIHOHHOH Ge3onacHOCTH

TNepCOHANBHEIX JaHHBIX. KpoMe Toro, OOIBIIHHCTBY ¢u3HIECKUX ¥ TEXHUIECKHX

CPEIICTB 3amHTH! U1 5MEKTHBHOTO BHITONHEHHS CBOUX (QYHKIIMH Heobxozuma
IIOCTOSIHHAS OpraHH3alHOHHAA (aIMHUHHCTPATHBHAS) TONIEPKKA (cBOEBpEMEHHAA
cMeHa 1 obecreyeH e IPaBUIbHOTO XPaHeH s X IPUMEHEHUs UMEH, Maponex,
TepeonpeneaeHHe HOJTHOMOYHMIT | T.11.). IlepephIBEI B paboTe CPE/ICTB 3aIUTEL
MOTYT OBITH HCIOIB30BaHbI 3JIOYMBIIUICHHUKaMU IS aHaIHu3a IPUMEHAEMBIX
METOJI0B U CPEJICTB 3alllMTEL, Ul BHEAPEHHS CIIEIHalIbHBIX IIPOrPaMMHBIX U
anmapatHbIX "3aKiafnok" M pyTUX CPEACTB IPEOAOJIEHHUS 3alllUTHI.

6.10. CBoeBpeMEHHOCTH

IIpeanonaraer ynpexnarommii xapaktep Mep oGecnedeHHs Ge30IacHOCTH
TIEpCOHATIBHBIX AHHBIX, TO €CTh IOCTAHOBKY 3a/1a4 110 KOMIUIEKCHOM 3aIuTe
TIEPCOHANBHBIX TAHHBIX M PEaM3aliIo Mep obecnedenus 6e30nacHOCTH
TIEPCOHAIBHEIX NaHHBIX Ha PaHHMX CTalHsX pa3spaboTKu HH(OOPMaIIMOHHBIX
CHCTEM B LIETIOM U MX CHCTEM 3allUThI, B YaCTHOCTH. Pa3spa6oTka cUCTeMBI 3aIIUTE]
AOJDKHA BECTUCH ApAJLIENIBHO C pa3paboTKOM M pasBUTHEM CaMoil 3aIUIAe MO
MH()OPMAIUOHHON CHCTEMBL. DTO MO3BOJIHT y4yecTb TpeGoBaHus 6€30MaCHOCTH
TPY IPOCKTUPOBAHHMHU aPXUTEKTYPBI M, B KOHEYHOM CUETe, CO31aTh bolee
3 dexTuBHEIe (kaK M0 3aTpaTam pecypcoB, Tak U 110 CTOMKOCTH) CHCTEMEI,
ObJIazatolIye JOCTATOHEIM YPOBHEM 3aIMIIEHHOCTH.

6.11. IpeemcTBEHHOCTE 1 COBEPIIEHCTBOBAHMKE

IIpenonaraer nocTosHHOE COBEPIIEHCTBOBAHUE Mep U CPEJICTB 3alUTHI
HIEPCOHAILHBIX NaHHBIX HA OCHOBE IIPEEMCTBEHHOCTH OPraHM3allMOHHBIX U
TEXHMYCCKUX PEIeHHH, KaJPOBOTo COCTaBa, aHAIN3a (YHKIMOHHPOBaHHUS
MH(OPManUOHHEIX cucTeM YIO «IJIT» u cucTeMsl ee 3aLUThHI C Y4ETOM
M3MCHEHUH B METOZAaX U CPECTBAX NMepexBaTa HMH(GOpMaLHH, HOPMATHBHBIX



= aB
TpeboBanumii no 3allUTe, JOCTUTHYTOro OT€YECTBEHHOro ¥ 3apyOexHOro OIIBIT
3TO¥ o0nacTy,

a3yMHas
6.12. Pasymuas goctaTouHOCTh (SKOHOMHYECKAS nesecooGpasHoCTs). PasyM

reyeHue
AOCTATOYHOCTH IIpeAIoNaraeT COOTBETCTBHE yPOBHA saTpatT Ha obec et
IX pe
Oe3omacHoCTH IepCcOHANBHBIX AAaHHBIX LEHHOCTH nH(pOpPMaLMOHHBIX PECY

euKH
BeITHHHHe BO3MOKHOTO yIIep6a OT HX pasriallieHns, yTpaTel, Y : cn,equHﬂ
VHHYTOXEHUA U HeKaxkeHus., Ficronp3yeMble MEpEL 1 cpeacTBa 00€

b
6e30MacHOCTH HHPOPMALIHOHHEIX PECypCOoB HE JOJKHBL 3aMETHO yxynfz;r{ i
e TToka3aresy paboThl KOMIIOHEHTOB MHGpOPMALTIOHHBEI :
[TOMUMO 3KOHOMHUYIECKOU
conana. Co3narthb

3MOXXHO.

3PrOHOMHUYECKH
YO «1AT». U3nuiuHue Mephl 6e30MacHOCTH,
Hea(h(HeKTUBHOCTH, IPUBOAAT K YTOMIICHHIO U pasApaXeHHUIO TIEp
VIO CHCTEMY 3allHThI IpUHLMIUATBHO HEBO

HAXONATCA B OOpalleHHH, IPUHAMACMbIE MEPBL
& HeraTHBHBIX BO3JeiiCTBUIl My yiiepod oT
JI0CTATOYHOM KOJIMYECTBE BPEMCHHU U

abCOJIFOTHO HEIIPEOJ0JIHM

[Toxa nmepcoHaJIbHEIC JaHHBIE

MOTYT TOJIBKO CHU3UTH BEPOSTHOCT
HUX, HO HEe HCKJIIOYHTh UX IOMHOCTBIO. [IpH
CpeIcTB BO3MOXKHO IIPeooleTh Jio6yro 3auury. [ToaroMy UMEET CMBIC
paccMaTpHBaTh HEKOTOPBIH pUEMIIEMBbIi yPOBEHb 0OecIedeH s 6e30MacHOCTH.
Bsicoko3¢ heKTHBHAs CHCTeMa 3alllTH CTOMT A0POTo, HCIIOAb3yeT IIpH paboTe
CYIIECTBEHHYIO YaCTh PECYPCOB H MOXET CO3JaBaTh OLIYTUMBIE JOMOJIHUTEIBHEIE
Heyno0cTBa oIb30BaTeNIM. Ba)KHO IpaBUIBHO BEIOpPATh TOT AOCTATOYHBIH
YPOBEHb 3allIUTHI, IIPH KOTOPOM 3aTPaThl, PUCK U pasMep BO3IMOXXHOTO yiiepba
Ob11H OBI TPHEMIIEMBIMH.

6.13. IlepcoHanbHast OTBETCTBEHHOCT.

IlepcoHanbHas OTBETCTBEHHOCTD NIPEATIONAraeT BO3T0XKeHNe OTBETCTBEHHOCTH 34
obecrieuenye 6€3011aCHOCTH [EPCOHANBHEIX JAHHBIX M CHCTEMbI X 06paGOTKH Ha
KaXJIoro COTpyAHHKA B NpEAeIax ero NoJHoMounit. B cooTseTcTBHU € 3THM
NPHHIUIIOM pacnpesieNieHue NpaB 1 00s13aHHOCTEH COTPYAHUKOB CTPOUTCS TaKUM
00pa3oM, 4ToGHI B Citydae J1H060r0 HAPYLMIEHHs KPYT BHHOBHHKOB GBLT 4E€TKO
M3BECTEH WM CBEeJIEH K MUHUMYMY.

6.14. MUHUMU3 AU TOTHOMOYHMIA.

MunuMH3anys TOTHOMOYHI 03HAaYaeT PeIOCTaBIEHHE MTOIb30BaTeNIIM
MUHUMANBHEIX IIpaB JOCTYIA B COOTBETCTBHH CO CIY)KeOHOH HEOOXO0AUMOCTEIO.
JIOCTYTI K epCOHANbHBIM JaHHBIM JIOJKEH MPEA0CTaBSATECS TOJIBKO B TOM Clly4ae
1 00bemMe, eciu 3TO HeoOXOAMMO COTPYAHHUKY IUIS BBINIOTHEHUS €r0 JOJKHOCTHBIX
00A3aHHOCTEH.

6.15. UckmodeHne KoH(IUKTa HHTepecoB (pasaenenue QyHKIMH)



Oddexrunnas cucTeMa ofecredenns HH(pOPMALMOHHOMA 6e3011aCHOCTH
3 yeHue
TIpe/TIonaraet yeTkoe paszenenue 0Gs3aHHOCTeH COTPYAHIKOB U Hcmmq) -
. KOHGII
CHTyauuii, Korjia cepa OTBETCTBEHHOCTH COTPYIHUKOB JOMYCKAcT

SATHCS
BHIepedon. Cd:"epﬁl [OTEHIHATbHEIX KOH(JIHUKTOB JOJDKHEI BBISIBIL R
UM HE3aBHCUMBIM KOHTPOJEM.

MUHHMUW3UPOBATECA, X HAXOAUTCS MOJ CTPOT
A : 4TO HH OLUH COTPYAHHUK HE

Peanusanua nansoro mpuHnuna Ipeanonaraet,

% 0 OCYIUECTBIIATE
JIOTKEH UMETh [OJIHOMOYHA, O3BOJIAIOIIMX EMY eqUHOJINYHO OCY = aigiyd
i1. Hagenenue cOTpyAHUKOB ITOJTHOM "

oaeT eMy BO3MOXXXHOCTDb IIOII,T&COBBIBB.TI)

4TOGBI CKPHITH TTPOGIEMBI M
pcoHaIBHBIMU

BEITIOJTHEHHE KPUTHYHBIX OIepaly
TIOPOXKIAIOILMH KOH(QIHKT HHTEPECOB,
MH(bOPMAITHIO B KOPBICTHBIX LEJIX HIH C TEM, o
noHeceHHsle YOBITKH. {115 CHHXKEHUA PHCKA MaHUITYJTHpOBaHHSA e
NAHHBIMH ¥ pPUCKa XHILEHUs, TAKHE [IOJTHOMOYHS JOJKHBEI B MAKCHM el
pasneneHbl MeXIY pa3nuYHBIMA COTpYAHUKAMHU

BO3MOYKHOI cTEIeHH OBITh >
OsI3aHHOCTEH,

«JIIT». Heo6x0quMo IIPOBOAKTE IIEPHONMIECKHE IIPOBEPKH O
(YHKIHH U JeSTENBHOCTH COTPYAHHKOB, BBIOJIHAIOIIHIX xroueBble GQyHKIUH, C

TeM, 4ToGbI OHU He HMEJIH BO3MOXHOCTH CKpBIBAaTh COBEPLICHUC HENpaBOMEPHBIX
neiicTuil. Kpome TOro, He06XOAUMO NPHHUMATE CIIELHATBHBIC MEPBI 1o
HeJOMYIIEHHIO CTOBOpa MEX/Iy COTPYAHHUKAMH.

6.16. BzaumMoielicTBUE ¥ COTPYAHUYECTBO.

BzaumopeiicTBHE U COTPYJHUYECTBO IIpeAIoiaraeT co3fjanue OnaronpusiTHON
atMocgeps! B koyuiekTuse Y JIO «1IT». B Takoli o6cTaHOBKE COTPYIHUKA
IOJDKHBI OCO3HaHHO COOMI0OAAaTh yCTaHOBIIEHHBIE IIPaBUJIa U OKa3bIBaTh
COJIeliCTBHE [eSTe/IbHOCTH OTBETCTBEHHBIM 3a OpraHu3aLiio 06paboTku
MEPCOHANBHEIX JAaHHBIX. BaXKHBIM 271eMeHTOM 3QdEKTUBHOM CHCTEMEI
obecneyeHns Ge30MacHOCTH IEPCOHANEHEIX JaHHBIX B Y IO « /I T»sBnsercs
BBICOKas KyJbTypa paboTsl ¢ uHpopManuei. Pykosoactso VIO « I Tr»Hecer
OTBETCTBEHHOCTS 33 CTPOroe COOMIO/IEHUE ITHIECKMX HOPM H CTaHapTOB
IPOGECCHOHANBHOM JeATENEHOCTH, OIYEPKUBAOIIEH U IEMOHCTPHPYIOMIEH
NIEPCOHATy Ha BCEX YPOBHSIX BAXXHOCTH obecmedeHuss HHbOpMaIluOHHOMH
6esonacuoctr Y10 «IJIT». Bee corpyauuku VIO «JIITHI0MKHEL TOHUMATE
CBOIO POJIb B IpoLecce obecneyeHuss MHPOpMaIHOHHOM O€30I1aCHOCTH H
NPUHAMATh y4acTue B 3TOM Ipouecce. HecMoTps Ha TO, YTO BEICOKAs KyJIBTYpa
obecneyenns HHPOpMaIMOHHOMK 6€30aCHOCTH He rapaHTUpyeT aBTOMATHIECKOTo
JNOCTHXXEHUS LieNleli, ee OTCYTCTBUE CO3AaeT GOIbIe BOZMOXKHOCTEH [Uist
HapyllIeHus 6e30MacHOCTH UK He 00HapyKeHUs (haKkToB ee HapyLIeHHS.

6.17. T'ubKocTh cucTEMBI 3aITUTHI




criocobHa

Cuctema 06 5 oykHa OBITh
€CTIeYeHus uubopPMAIHOHHONM 0e30acHOCTH 2L
fopuan MBOY

= usi
PearvpoBaTh Ha M3MeHeHUs BHEIIHeH Cpessl ¥ yCIOBHM OCyLIECTBICH
i1 T
YO «IT» cBOel nesTenbHOCTH. B 4MCIO TaKMX H3MEHEHUH B)’;OM}BMCHGHHG
. ;3
M3MEHEHHS OpraHu3alOHHO 1 IITATHOH CTPYKTYPEL VIO «1OT»;

MallMOHHBIX
CYIECTBYIOIMX UIX BHEAPEHUE NpUHLUITHATBHO HoBbIX HHGOpPMALL

& 1 CUCTEMBI
CHCTEM: HOBHIe TeXHUHECKHe CpelcTa. CBOMACTBO THOKOCT AKVIX CHTYAIsAX OT
obecneyeHus HH(popmauHOHHOﬁ 6e30MacHOCTH u3baBasieT B T

i eHe cpelCTB 1
HeoOXO0qUMOCTH IIPUHATHA KapAuHaJIbHBIX Mep I10 ITOJIHOH 3aM P

MOCTB.
METOIOB 3alllUThI Ha HOBEIE, YTO CHMW)KaeT €€ 06]_]1}7[0 CTOH

6.18. OTKPEITOCTB AITOPHTMOB H MEXaHH3MOB 3alIUTHL.
B} MEXaHH3MOB 3alliTBI COCTOUT B TOM,

0JIBKO 34 CHET CereTHOCTH
YHKI_IHOHHPOBaHHH ee I10JICUCTEM.
Bl He JOJIKHO J1aBaTh BO3MOXXHOCTH

CyTb IpHHLMIIA OTKPBITOCTH aJITOPUTMO
YTO 3aLIMTA He JIOJDKHA 00ecreynBaTbCA T
CTPYKTYPHOM OpraHM3alliy 1 alropHIMOB iy
3HaHHe ANrOpUTMOB pabOThI CHCTEMB! 3aLIAT
ee nIpeofoNeHHs (Iaxe aBTopam). IT0, OAHAKO, HE o3HayaeT, 4To uHdopMarusa oo

HCIIONE3yEMBIX CHCTEMAX U MEXaHU3MaX 3aIIUATH JOJDKHA OBITH o01meoCTyIHA.
6.19. ITpocToTa MpUMEeHEHHs CPEACTB 3aIllUThI.

MexXaau3MBI ¥ MeTOIbI 3alIHUThI JO/DKHBI OBITh UHTYUTHBHO IIOHATHBI U IIPOCTHI B
HCnonb30BaHuH. [IpUMeHeH e CPeICTB i METOIOB 3aIIUTHl HE JODKHO OBITH
CBA3aHO CO 3HAHMEM CIIELHATIBHBIX S3bIKOB HIIM C BHITIOJHEHUEM AeHCTBUH,
TpeOYIONINX 3HAYUTENBHEIX JOIIOJHATENBHBIX TPYA03aTpaT Ipu 00BIYHOM paboTe
3aperuCTPUPOBAHHBIX ITOJIE30BaTeNeH, a Tak)Ke He OKHO TpeOoBaTh OT
TMOB30BATEIIS BHITOJHEHHS Py THHHBIX MAJIOIIOHATHEIX €My OIlE€paly.

6.20. O60CHOBaHHOCTD ¥ TEXHUUECKAS PEATN3yEeMOCTb.

VHbopMaIOHHBIE TEXHOJIOTMH, TEXHUYECKHE U IPOrpaMMHEIE CPE/ICTBa,
CpPeICTBa U MepPHI 3alIUTHI TIEPCOHANBHBIX JaHHBIX JOJKHBI OBITH peall30BaHbl Ha
COBPEMEHHOM ypPOBHE pa3BUTHUS HayKU 1 TEeXHHKH, 060CHOBAHBI C TOYKU 3PEHHA
JOCTIDKEHWS 3a[]aHHOTO YPOBHs 6€30MacHOCTH HHGOPMALMK U 9KOHOMHYECKOH
1enecoobpa3sHoCTH, a TakKe AODKHEI COOTBETCTBOBATE yCTAHOBICHHBIM HOpMaM U
TpeOOBaHMAM 10 6e30MaCHOCTH MePCOHANBHBIX JaHHBIX.

6.21. Cnenmanuzanus v npodeccruoHaIH3M.

[Ipennonaraer npuBneyeHue K pazpaboTKe CpelICTB U pealln3allui MEp 3aIUTEI
TIEPCOHANBHBIX NAHHEIX CMEUATH3HPOBAHHEIX OpraHu3allui, Hanboee
MOATOTOBJICHHBIX K KOHKPETHOMY BUY OesSTEIBEHOCTH I10 obecrieyeHHIO
6e30macHOCTH HHHOPMAIHOHHBIX PECyPCOB, MMEIOLINX OMBIT IIPAKTHYECKOH



paboTsI i TOCYIAPCTBEHHYIO MLEH3MIO Ha IPaBo OKa3aHws yelIyT B 901 00NACTH.

Peanusanns agvumncrpatuprEX Mep ¥ SKCIUTyaTaIS CPEACTS AR i

OCYIIECTBIATHCS MPOhECCHOHATBHO MOArOTOBNEHHBIMK crienaICcTaMH
Vpasnenus o6pasoarus (OTBETCTBEHHBIMH 33 OPraHU3aLiio 06paboTKH

NEPCOHANBHBIX JAHHBIX).

6.22. O653aTeNIBHOCTE KOHTPOIA.
HHOCTH BBISIBJIICHHS U npeceueHs

obecrieueHUs 6e30MacHOCTH

CUCTEM M CPEACTB 3allThI
IIEHKH

IMpeanonaraer 0613aTebHOCTE K CBOEBpEME
[ONBITOK HAPYIIEHHUs YCTAHOBIEHHBIX IIPABILL,

TepCOHANBHBIX JIAHHBIX, HA OCHOBE HCIIOJB3YEMBIX
TIepCOHABHBIX JaHHBIX, NIPH COBEpLICHCTBOBAHHH KpUTEPHEB U METOZIOB o

3 (eKTHBHOCTH ITHX CHCTEM U CPEACTB. KoHTpOJIb 32 eATENBHOCTRIO makare
HONB30BATENA, KXKAOTO CPE/ICTBa 3allATEI 1 B OTHOIICHIH no6oro 0O6BeKTa
SAITUTH] JOJUKEH OCYIIECTBIIATECS HA OCHOBE IPUMEHCHHUS CPEACTE ONEpATABHOIO
KOHTpOJIA M pETHCTPAlliU M JIOTDKECH O0XBATRIBATE KaK HeCaHKUMOHUPOBAaHHBIC, TAK
J CAHKIMOHHpOBAHHBIE IEHCTBHS MOb30BaTeNel. Kpome TOro, s peKTUBHASL
cucTeMa obecriedeHnsT HHPOPMALMOHHOH 6€30I1acHOCTH TpebyeT HaIUYHUs
a7eKBaTHOI 1 BceobbheMiTolIe HHPOPMAIHK O TEKYyIeM COCTOSHHU IPOLECCOB,
CBSI3aHHBIX C JBUKEHHEM HH(QOPMALMU U CBEEHHUH O COONIIOIeHUH
YCTaHOBJIEHHBIX HOPMATHBHBIX TpeOOBaHUI, a TakKe JOTONTHUTENLHOH
HH(pOpMAIUH, UMEIOILel OTHOLIeHe K NpUHATUIO pemeHui. MHdopmanus
JIOJDKHA OBITh HaJIeXKHOM, CBOEBPEMEHHOM, JOCTYIIHOM U IIpaBUIIBHO
odopmienHoit. Hemocrarku cucteMsl obecniedeHus HHQOpMaIlioOHHON
OesonacHocTH, BeiaBiaeHHbIe coTpyarukamu Y 1O « 11 T» omKHEI HeMeIJIeHHO
A0BOOUTECA 0 cBeneHusa aupekropa YO « I T»u onepaTuBHO yCTpaHATHCA.
Bonpocsl, KoTopeie KaXyTCs He3HAYUTENBHBIMU, KOTIa OTAENBHEIE [TPOIECCH
paccMaTpUBaKOTCS U30JIMPOBAHHO, IIPY PACCMOTPEHUH UX Hapsy C ApYTHMH
acmeKTaMy MOTYT yKas3aTh Ha OTPULIATENbHEIE TEHACHIUY, I'PO3SIINe IEPEPacTH B
KPYIIHbIE HEJOCTATKY, €CJIM OHU He OyIyT CBOEBPEMEHHO YCTPAHEHHI.

7. Mepbl no odecneuyennio 3alIMThI NEPCOHATBHBIX JaHHBIX

VIO «IJIT» npeAnpHHUMAaeT He06XOAUMBIE OPTraHU3aL[MOHHbIE H TEXHUYECKHE
MEPHI 10 3aIUTe NepCOHANBHBIX NaHHbIX. [IppHHMaeMble MEPEI OCHOBAHBI Ha
TpeGoBanusx ct. 18.1, ¢1.19 dexepansHoro 3akoHa ot 27.07.2006 Ne 152-D3 «O
IEPCOHANBHBIX AaHHEIXY, [TocTanornenus [IpasurenscTa Poccuiickoi
®enepannu ot 21.03.2012 Ne 211 «O0 yTBep)KIAeHUH NIEPETHS MED,
HalpaBlIeHHBIX Ha o6ecneueHye BEINONHEHUs 0043aHHOCTEH, MPEeAyCMOTPEHHBIX
denepanbHeIM 3aK0HOM «O MepcOHATBHBIX JaHHBIX)» U PHUHATBIMU B
COOTBETCTBMM C HUM HOPMATHBHBIMU [TPABOBLEIMH aKTaMH OTE€paToOpamH,




AR HMCS TOCYIapCTBEHHBIMHU M MyHHIHITAIBHBIMH opraHaMmn»,
Ilocranosenny Mpasurenscrsa Poceniickoi denepauu oT 15 .09.2008 Ne 687
«O6 yTBepxnennu [onoxenus 06 ocobeHHOCTAX 06paGOTKH nepcoHaNBHBIX
AAHHBIX, OCYIECTBIIsIeMO}i Ge3 HCIIoNB30BaHHs CPENCTE aBTOMaTH3aLANY.

B wactHOCTH:
obecrieueHNE
1). HasHaueHs! /u1ia, OTBETCTBEHHEIE 33 OPraHM3alHIo 06paboTKH H

6e30MacHOCTH MePCOHATBHBIX JaHHBIX.

oJIO)KeHHue 0 3alliTe HepCOHaJTbHBIX naHHbIX.

2). Pazpa6orano u BHeapeHo IT
aHbl U

pCOHATIBHBIX JAHHBIX, IPOMHCTPYKTHPOB

3). JIuna, Benyumue 06paboTKy ne
paBOBBIMH aKTaMH, periaMeHTHPYIOIIMHI

03HaKOMJIEHEI ¢ HOpMaTHBHBIMA In
NopAO0K paﬁo'rm H 3alIHThI HepCOHaJ'IBHBIX JaHHBIX.

4). PaszrpaHudeHs! IpaBa JOCTyIa K 06pabaTeiBaEMBIM IEPCOHAIBHBIM JAHHBIM;
5). B memsx ocyniecTBIEHHA BHyTPEHHEr0 KOHTPOJISl COOTBETCTBIA o6paboTku

[IepCOHANBHBIX JAHHBIX yCTAHOBICHHEIM TPeOOBaHHAM IIPOBOASTCS
TIEpPHOAUYECKUE IPOBEPKH YCIOBHil 06paboTKy MepCOHANBHBIX JaHHBIX.

6). [ToMuMoO BEBIIIEYKa3aHHEIX MEp, OCYLIECTBISIOTCS MEpPhl TEXHHYECKOT0
XapakTepa, HalpaBJIeHHBIE Ha:

- IPEOTBpAIlleH s HECAHKIMOHUPOBAHHOIO JOCTYIIa K CHCTEMaM, B KOTOPEIX
XpaHsTCs NepCOHANIbHEIE TaHHEIE;

- P€3€pBUPOBAHHS H BOCCTAHOBJIEHHS NIEPCOHANIBHBIX JAHHBIX paboTOCIIOCOGHOCTH
TEXHUYECKHUX CPEMICTB ¥ IPOrPaMMHOTO 00eCIIeYeHUs], CPEICTB 3aIIUTE]

uHpOpMaluy B HHOOPMALOHHEIX CHCTEMAX TIePCOHATBHBIX JaHHBIX
MOIM(UUMPOBAHHBIX WM YHUYTOXEHHBIX BCIEACTBYE HECAHKIMOHHPOBAHHOTO

HOOCTyIa K HHUM;
- HHBIE HeOOXOUMEBIE MepEI 0€30MacHOCTH.

8. Mepnl, MeTOAbI H CpecTBa oGecneueHHs TpeGyeMoro ypoBHs 3alHTHI
MH(OPMAUHOHHBIX pecypcoB.

8.1. Meps! obecrieuenus nHGOPMAIHOHHO 5e30TaCHOCTH.

Bce Mepb1 o6ecnieuenus GesonacHocTu nH(GOPMALMOHHEIX cucTeM JlermapTaMeHTa
NOJpPa3/AEIAIOTCs Ha: MpaBOBbIE (3aKOHOAATEIbHEIE); MOPAIbHO-3THYECKHE;
TEXHOJIOTUYECKHEe;— OpraHu3alMOHHEIe (aAMHUHUCTPaTHBHEBIE); (PU3HYECKHUE,;

TEXHUYECKHE (annapaTypHBIe U IPOTPaMMHBIE).



8.1.1. BakoHomaTenbHEe (mpaBoBbIE) MEPHI 3aLIUTHI

o Ka3bl M
K npaBosemv MepaM 3alIuThl OTHOCATCS [eHCTBYIOIHE B cTpaHe 3aKOHBI, ¥
Jisi C TIepcoOHaIPHBIMA

HOpMaTHBHBIE aKTHI, periaMeHTHPYIOIIHE paBuila obpalleH i
almo
AaHHBIMH, 3aKpeIIIolUe IpaBa i 003aHHOCTH y4acTHHUKOB uHpopMaLl
e
OTHOLIEHUiH B MpoLecce HX 06pabOTKU U HCTONE30BAHHA, a TaKxK
npasu. [IpaBOBBIC

yCTAHABIMBAIOIIVE OTBETCTBEHHOCTS 32 HAPYIICHIT STHY Kuil XxapakTep U
MepEI 3aLUThI HOCAT B OCHOBHOM yNPEKIAtOIIHH, npeguaETyee

5 eJISIMH ¢
Tpe6yIOT IOCTOAHHON pa3bACHUTEIEHOU paboTHI C M0JIB30BAaT

TeM YIIpaBiIeHHs
06CTy>XMBAIOIUM [IEPCOHATIOM HH(pOPMALMOHHBIX CUC P

obpazoBaHus.
8.1.2. MopaIpHO-3THYECKHE Mephl 3aIlNTH!

_3THYECKMM MepaM OTHOCATCS HOPMBI ITOBE/IEHI, KOTOpEIE
cs 10 Mepe pacpOoCTpaHeHUs
yy. DTH HOPMBI OOJBIIEH YaCThIO

YTBEPXXAECHHBIC HOpMaTHUBHBIC

K mMopanbHO
TPaHIUOHHO CIIOXHIINCE MK CKIaJBIBAI0T

HH(pOPMAIHOHHBIX TEXHONOTHH B AJIMUHHCTPALl

He SBISIOTCA 0053aTeIbHBIMH, KaK 3aKOHOAATEIbHO
AKTEI, OJHAKO, X HECOOIOIeHNEe MOXKET IPUBECTH K MaJICHUIO aBTOPUTETA,

TpecTHyka YeJI0BeKa, TPYIIIBI JIML HiIK AXMUHICTPAIMH B IETIOM.
MopanbpHO3THYECKHE HOPMBI OBIBAIOT KaK HEMHUCaHbIe, TaK U IIUCAHBIE, TO €CTh
o(opMIIeHHEIE B HEKOTOPBIH CBOA (YCTaB) IIpaBUJI WM NpEeaNHCaHUM.
MopasHOITHYECKHE MEPHI 3aIIMTEI ABJIIOTCS MPOPUIAKTUUECKUMU U TpeOyIoT
IIOCTOSTHHOM pabOoTEI IO CO3/IaHUIO 3JI0POBOT0 MOPAJIFHOrO KJIMMAaTa B

KOJITIEKTHBeE.
8.1.3. TexHOJIOTHYECKHE MEPEI 3AILUTHI

K nanHOMYy BHIy Mep 3aIUTEI OTHOCSTCS Pa3HOTO POJIa TEXHOJIOTHYECKHE
PelIeHUs U IPUEME], OCHOBAHHBIE Ha HCIIONIb30BAHUH HEKOTOPBIX BHIOB
M30BITOYHOCTH (CTPYKTYPHOM, QYHKIMOHATBHOM, HHBOPMALMOHHO#, BpeMEHHOI
U T.IL) ¥ HATIPABJeHHbIE HA yMEHbIIEHHEe BOSMOYXHOCTH COBEPLICHHS
COTpYyHUKaMU OLIMOOK ¥ HapyILIeHU# B paMKaxX IIPeJ0CTaBIEHHBIX UM IIpaB U

MOJIHOMOYUIA.
8.1.4. OprauuzanuoHHsIe (amMUHHMCTpaTUBHEIE) MEPHI 3aIIUTHL

OpranusanoHHbIe (aAMHUHUCTPATHBHBIE) MEPB! 3aIlIUTHI - 3TO MephI

OpPraHHu3aluOHHOI0 XapaKTepa, perilaMEeHTHPYIOUIHE ITPOIECChI
(I)}’HKHHOHHPOB&HHH CHUCTEMEI 06p360TKPI NMEpCOHAaNTbHBIX JaHHBIX, UCIIOJIB30BAHHC

€€ PEeCypCoB, AEATEILHOCTE 00CTY)KMBAIOIIEro IEPCOHANA, 8 TAKXKE MOPSI0K
B3aUMOJIEHCTBUS M0JIb30BaTENIEl ¢ ccTeMOM TakuM 06pa3oM, 4To6sI B




HauGombmedt crenenu satpy TS WM HCKTOUTS BOIMOXKHOCTE pea3alin
YIpO3 GesomacHocTu utu cHu3UTH pasmep IOTeph B CTydac HX peanu3am.

8.1.4.1. ®opmuposanue nomuTHKH 6€30MACHOCTH

a BeICIIEM
T'naBHas mens aMUHECTPATHBHEIX Mep, MPEANPHHAMACMBIX H GecredeHs
e
YTIpaBIIeHYeCKOM YpOBHE - CHOPMUPOBATH MONUTHKY B o6macTu obec

bl K 3alIUTE
6€30MIaCHOCTH IepCOHATPHBIX AAHHBIX (OTPAXKAIOIIYIO OAXOA 6XOAMBIE
[lepCOHATBHBIX IAHHBIX) H 0BECTIeH TS e¢ BEITIONHEHHE, BEICIA HEO

5 3peHus
PECYPCHI B KOHTPOIHPYS COCTOSTHHE AEIL. C mpakTH4eCKOW TOUKH 3p x5 YIIO
HE
[OMUTHKY B 0611acTH obecrieueHHs 6e30MacHOCTH MEPCOHANBHEIX A1t

THOCATCS
«JIITy1enecoo6pasHo pa3GuTs Ha Ba YPOBHA. K BepxXHEMY ypom}m o o
pellIeH s PyKOBOJICTBA, 3aTPArHBAIOILIHE NesATeIbHOCTD V0O «JAT»B nemom.

[lonuTHKa BEPXHErO YPOBHA NOJDKHA Y€TKO OCPTHTD cepy BIMAHIA H

OrpaHMYeHHA K ONpe/IeNeHHy Lenel Ge30macHOCTH NepCOHANBHEIX NaHHEIX,

olpefie/TUTh KAKMMH pecypcamH (MaTepHalbHbIe, CTPYKTYPHBIC,

OpraHHM3aIMOHHbIE) OHM Gy YT JOCTUrHYTHI, M HAHTH pasyMHBIH KOMIIDOMHCC

MEX Iy IpHeMJIEMBIM YpOBHEM 0€30I1aCHOCTH H ¢yHxuronansHocTEIO. [lomuTHKa
HIDKHETO YPOBHS, ONpeeNseT NpoLeayphl, U MpaBUiia JOCTUXXEHUS LENEH U
pemreHus 3a1a4 6e30MaCHOCTH NIEPCOHANBHBIX JaHHBIX U JeTATU3UPYET
(pernamMeHTHpYET) 5TH NpaBUia: KaKOBBI POJIH M 00A3aHHOCTH JOKHOCTHBIX JIMII,
OTBEYAIOIIHE 32 MPOBEICHHE MONUTHKH 0€3011aCHOCTH NEPCOHANBHEIX JAHHBIX;
KTO MMEeT IpaBa 0CTyIa K NepCOHANIbHBIM JaHHBIM, KTO U IIPY KaKUX YCIOBHIX
MOXXET HUTaTh U MOAU(QUIKMPOBATH EPCOHANBHEIE aHHbIE U T.1. [1oMuTHKA
HIDKHETO YpOBHS IOJDKHA: IPeNyCMaTpUBaTh PEriaMeHT MH()OPMAIIMOHHBIX
OTHOLIEHUH,~ HCKIIFOYAIOUIHX BO3MOXHOCTE IPOU3BONBHBIX, MOHOIOIBHBIX HITH
HECAHKUMOHMPOBAHHBIX NEHCTBHI B OTHOIEHNH HH(POPMAIIMOHHBIX pecypcos;
OTPENCIATE KOATULHMOHHbIC U HEPAPXHYECKHE IPUHLHUITBI H METOMbI— Pa3/eIeHUs
CEKPETOB M pasTpaHUYEHUs OCTYNA K IIePCOHANBHEIM JAHHBIM; BHIGHPATSH
[IpOrpaMMHO-TeXHUYECKME (aNmaparHsie) cpencTra— npotueoneiictsus HCJI,
ayTeHTU(QUKAUY, aBTOPU3ALIMYL, UICHTUOUKAIUY U APYTHUX 3aIUTHBIX
MEXaHN3MOB, 00eCneYnBalOIIUX rapaHTHH PeaTu3alliy [IpaB ¥ OTBETCTBEHHOCTH
CYOBEKTOB HH()OPMAIMOHHBIX OTHOIIEHMUI,

8.1.4.2. Pernamenrtanus JIOCTYyIia B ITIOMEIEHUS.

KoMnoHeHTE uH(opMaMOHHBIX cucTeM VIO «IOT» nomKHEI pasMellaThes B
TIOMEIICHUAX,, HAXOAAMIMXCS IO OXpaHOH WM HAOJIIOIeHHEM, HCKTHOYal0o UM
BO3MOXXHOCTB G€CKOHTPOJIEHOTO IIPOHUKHOBEHHS B TOMEIIEHHS TOCTOPOHHUX JIHIY
¥ 00ecre nBaromuM GU3UYECKYIO COXPAHHOCTD HAXOAAIINXCS B IOMEILEHHH
3allMIIAEMBIX PECYpCOB (1O0KyMeHTOB, APM u T.1.). YOOpKa TakuX MOMEIIEHHUi




° OpBIM
AR TIPOM3BOUTECS B IIPUCYTCTBUU OTBETCTBEHHOTO COTpyZHHKA, 33 KOTOP
oCTyII
3aKPEIUIeHE! fanHbre KOMITOHEHTEHI, C COOJIIOAEHIEM MEP, HCKIFOUAIOIIHIX I Y
TIOCTOPOHHMX JHIL K 3aruiaeMbIM HHGOPMALOHHBIM PeCypeaM. Bo BpemMA
00paboTKM IepcoHANBHEIX JaHHEIX B TAKHX IOMEIIEHHAX IOIDKEH .
i aJIBHBIM
NIPUCYTCTBOBATH TOJIBKO NIEPCOHAN, AOMYLIEHHBIM K paGote ¢ IepcoH
i raa
J@HHBIMU. 3amnpelaeTcsi IpHeM IOCeTHTEICH B oMelleHUsAX, KO
Herx. ITo okoHUaHHH pabovero
ocymiecTBIsgeTcs 00paboTKa NepCOHATBHBIX JAAHHBIA. i
AFOTCS KOMIIOHEHTHI uHGOPMALMOHHBI
IHS, IOMELLEHUs], B KOTOPBIX pasMelll

KITIO mTy4yae OCHALICHUS
cucteM VIO « I T», 1OIKHBI 3anMpaThCA Ha e B e TU3APOBAHHOU
TIOMeIeH i CpeJIcCTBAMU OXPaHHON CHIHAIM3aIHH, 2 TaKKe aBTOMa p

-cada TaKuxX
cHCTEeMOI! IpHeMa M PericTpaliy CHTHAJIOB OT 3THX CpelCcTB, MPpUEM-CJL
HO
TTOMeIleHHii 101 OXPaHy OCYIECTBIISETCS Ha OCHOBAHHH crielruainb

pa3pabaTbIBaeMOi HHCTPYKIIHH.

8.1.4.3. PeryiaMeHTALHS JIOITycKa COTPYIHUKOB K HCIIONB30BAHHUIO
HHOOPMAaLHOHHEIX PECYPCOB.

B paMKax paspelIUTeIbHON CHCTeMbl (MATPHIIBI) JOCTYIIa YCTaHABIMBAETCS: KTO,
KOMY, KaKyro HH(GOPMAIIHIO H A1 KaKoro BUAA OCTYIIa MOXET IIPEeIOCTaBUTh K
IIPH KaKuX yclIoBUAX. JIOMyCK monp3oBaresieit k pabore ¢ uHGOpMAaIHOHHBIMH
cucreMamu Y10 «JJIT»u 1OCTyN K ee pecypcaM JODKEH OBITH CTPOro
periiaMeHTHpoBaH. JII0Oble H3MEHEHUs COCTaBa U MOJHOMOYH MOJIB30BaTE e H

TIONICHCTEM AOJUKHBI TPOM3BOAMTECS YCTAHOBIEHHEIM MOPSIKOM. Y pOBEHB
TOHOMOYHH Ka3KO0ro MOJIB30BATEL ONPE/ENseTCs] HHAMBHAYAIBHO, COBIONas
CIIeAyIoIIHe TpeOOBaHUA: KaXMIBIH COTPYAHHUK IOJIB3YETCS TOIBKO
NPEANMCAHHBIMY €EMY ITPaBaMH 10— OTHOLIEHHIO K IIEPCOHATBHEIM JaHHEIM, C
KOTOpEIMH €My HeoO0XoHMa paboTa B COOTBETCTBUH C AODKHOCTHBEIMHU
o0s3anHOCTAMH. Paciupenwe npas J0CTyIIa ¥ MIPEIOCTABICHUE JIOCTYNAa K
ACTIONHATEIbHBIM HHQOPMALMOHHEIX pecypcaMm, B 00513aTelIbHOM MOPSIIKE,
AOIDKHO COITIaCOBBIBATLCS C OTBETCTBEHHBIMH 32 OPraHM3anuio 06paboTKu
TICPCOHANBHBIX NAHHBIX; pykoBomutens YO «IT»umeer mpaBa Ha MPOCMOTP
MH(OPMAIMK— CBOMX MOJYMHEHHBIX TONEKO B YCTaHOBJIEHHBIX IIpefiellax B
COOTBETCTBUU CO CBOMMM NODKHOCTHBIMH 00S3aHHOCTAMH, Bee cotpyauuku YO
«IAT»06 ¢y xuBaromuii epcoHa, AOMKHBI HECTH NIEpCOHANIBHYIO
OTBETCTBEHHOCTH 33 HAPyLIEHUs YCTAHOBJIEHHOIO ITOpsaKa 06paboTku
IICPCOHANBHBIX JaHHBIX, IPaBUJI XpaHEHUSs, HCIIOJIb30BAHUA U IepeIadn
HaXOAAIIMXCS B X PACIIOPSKEHUH 3alUIIaeMbIX pecypcoB cucTeMbl. Kaxaprit
COTPYAHUK (IIpu IpueMe Ha paboTy), KOTOPBI UMEET NOCTYI K IIEPCOHATBHBIM
NaHHBIM, NOJDKEH ITOAMNKUCHIBATE 0053aTEeILCTBO O COOIOIEHUH U OTBETCTBEHHOCTH
33 HapyIlIeHWe YCTaHOBJICHHBIX TpeOOBaHUM 10 COXPaHEHHUIO TEPCOHANBHEIX



eHTax

RanueX Y IO « Ty, O6paGoTka mepcoHanbHEIX AAHHBIX B KOMIIOH
0OTBETCTBHA

uHGbOpMaIMORHEIX crcTem VIO « LTy A0/IKHA IPOUIBOAHTECS BC
C YTBEPIKACHHBIMU TEXHONOTHYECKAME HHCTPYKIIMAMH

eHMA
8.1.4.4. Pernamenranus nponeccos o6cIy KUBAHIA 1 ocymecTBl

MOZMGMUKALMH AIMAPATHBIX ¥ IPOrPaMMHBIX pecypcoB

o armapaTHO-
B mensx momaepixaHus pexnma yH(bOpMAaIIIOHHOH Ge3ornacHOCTH p

JIX MeCT COTpYAHHKOB
IporpaMMHas KOHGHUIyparus aBTOMATU3UPOBAHHBIX pabo4 MzauHOHH);ﬁ
o
VIO «IJIT», ¢ KOTOpbIX BO3MOKEH JOCTYII K pecypcaM uH® I;H o
Ha JaHHb
CHCTEMBI, JOJDKHA COOTBETCTBOBATE KpyTy BO3JIOXEHHBIX A

HTaX
ons3oBaTeneil GyHKIHOHAIBHBIX o6s3anHOCTEl. B KOMITIOHE o
WH(OpPMALHOHHONH CHCTEMBI 1 Ha paboumx MecTax TigfsspBatelEs. b

e cpelcTsa.
YCTaHaBJIHBaTBCSI M HCIOJIB30BaThCA JIHIIEH3I‘IOHHBIE nporpaMMHH pen

i (HEU3MEHHOCTH

8.1.4.5. Obecmederye ¥ KOHTpOJIb usmuecKo# LeTOCTHOC

KoH(HIrypalyH) anapaTHBIX pecypeoB

O6opy10BaHUE HH(GOpMalldOHHON CHCTEMEL, JcroNnb3yeMoe I AoCTyTa U

XpaHeHHs IEPCOHATIBHBIX JaHHBIX, K KOTOPOMY JOCTYT 00CITyKIBAIOIIETO
TepcoHasa B IPOIIEcce IKCILTyaTallii He Tpebyercs, mocie HalaJlo4HBbIX,
PeMOHTHBIX X HHBIX paboT, CBA3aHHBIX € I0CTYIIOM K €T0 KOMITOHEHTaM JI0JIDKHO

3aKpBIBATHCA.

8.1.4.6. [TonGop ¥ MOArOTOBKA IepcoHasa, o0ydeHHe OJIb30BaTeNIeH
ITonp3oBarenu uadopmarmonnsix cucreM Y10 « ATy, a Takxke pyKOBOISIIUN U
06CIyKUBAIONIHH [TEPCOHAN IOJDKHBI OBITE O3HAKOMIIEHBI CO CBOUM YPOBHEM
TOTHOMOYHIA, a TaKKe OpraHM3alHOHHO-PACTIOPSAUTEIBHON, HOPMAaTHBHOM,
TeXHIYECKOH U SKCIITyaTal[MOHHOM HOKyMeHTalue, onpeensoleii TpeboBaHus
¥ TIOpA0K 00paboTky nepcoHalbHbIX qaHHbX B YO «JIJIT». Obecnievyenue
6€30MaCHOCTH MEPCOHANILHBIX JaHHEIX BO3MOXKHO TOJIBKO MOCIIE BBIPDAGOTKH Yy
TI0JTB30BATENEH ONpe/IeIeHHON KYIBTYPhl paboTEL, T.€. HOPM, 00s3aTeIbHEIX UL
HCTIONHEHHS BCeMM, KTO paboTaeT ¢ nHopMauuoHHEME pecypcamu ¥ 1O
«IAT». K TakuM HOpMaM MOXHO OTHECTH 3allpellleHHe JHOOBIX YMBIIIIEHHBIX
VUM HEYMBIIDIEHHBIX JeifCTBHii, KOTOpBIe HapyIalT HOPMAIBHYI0 paGoTy
KOMIOHEHTOB uH(popMauoHHsix cucteM Y IO « I T», BEI3pIBAIOT
JOTIO/IHUTEIEHbIE 3aTPATHl PECYPCOB, HAPYLIAIOT LETOCTHOCTh XpaHUMOH 1
obpabaTeiBaeMol HHPOpMALINK, HAPYLIAOT HHTEPECH! 3aKOHHBIX 10JIb30BaTENIEH,
BIIA[eJIbLIEB WK cOOCTBEHHMKOB. Bee monps3opaTeny HHGOPMAI[MOHHBIX CHCTEM
YO «JAT» H0/KHEI GBITH O3HAKOMIIEHBI C OPraHU3alMOHHO -
pacnopsauTeNb-HBEIMI JOKYMEHTaMH 110 o0ecniedeHuIo 6e301acHOCTH



MIePCOANBHBIX NAHKEIX ViTpaB/eH s 06pa3oBaHns , B 4ACTH, HX KACAOWIEHCH,

AOJDKHBI 3HATH ¥ HEYKOCHUTEIBHO BEINOJHATS MHCTPYKIMH U 3HATH o6ume o
eH
O0A3aHHOCTH 110 0BecmeueHH0 Ge30MaCHOCTH ePCOHATBHBIX TAHHPIX. Hosen

" TKE
TpeboBauuii YKa3aHHBIX IOKYMEHTOB JI0 JIAII, MOMYLIEHHBIX K o6pabo e
oc .
3alUINAEMBIX MepCOHATBHEIX JaHHBIX, JOJIKHO OCYILECTBJISATHCA TIOA P

HAa )TCTBHOB.TIEHHOFO nmopsaka [0JIH30BAHUA

8.1.4.7. OTBeTCTBEHHOCTH 32 HApYIIECH
pecypcamu ne(popmanuonHsx cucreM Y 10 «30T»

7 apyLieHue
Mepa OTBETCTBEHHOCTH IIE€pCOHANA 32 AE€HCTBIA, coBepILIeHHBIE B HAPY
1151 GezomacHoi paboTHI ¢ MEPCOHANIBHBIMU

YCTAHOBJIEHHBIX IIpaBuI1 obecrneyeH ‘'
JMAaHHBIMH, JOJDKHA OMpPEeAe/ATECS HAaHECEeHHBIM yiepboM, HATHIHEM 31 -
yYMEIC/Ta H IpYTHMH (aKTOpaMH IT0 yCMOTPEHHIO PYKOBOACTBA VIO «d0T». dns

pearTH3alyy MPUHIKANA IePCOHATBHOM OTBETCTBEHHOCTH I0JIB30BaTEIIEH 3&1 CBOM
NelfcTBHS HeoBXOUMBI: HHIMBHIyaIbHAs HAeHTUQHUKALAS [T0JIB30BATE/IEN U
HHUIMHAPOBAHHEIX HMH— IIPOLIECCOB, T.€. YCTAHOBJICHHUE 38 HUMHU

uaeTHdUKaTOpa, Ha 6a3e KOToporo OyeT OCyLIeCTBIIATECS pasrpaHU4YeHUe
JIOCTyIla B COOTBETCTBHH C IIPHHIMIIOM 00OCHOBAaHHOCTH JOCTYIIa; IPOBEpPKa
TNIOUIHHHOCTH TI0JIb30BaTeNel (ayTeHTH(QHKALKA) Ha OCHOBe— MapoJieif; peaxkuus
Ha IONBITKH HECAHKIIMOHUPOBAHHOTO IOCTyNA (CUTHATM3alHs,— OJIOKHPOBKA H

T.J.).

9. CpencrBa obecneyenns Ge30nacHOCTH NepPCOHAJIBHBIX JAHHBIX,

9.1. JTns obecnedenns nabopManroHHOM 6e30MacHOCTH YO «10T»
HCIIONB3YIOTCS CENYIOIIHe CPe/ICTBA 3AIUTEL: (PH3HYECKHE CPEeACTBa;
TEXHHIECKUE CPENICTBA; CPE/CTBA UCHTHOUKALIMY B Ay TeHTHOUKALHH
MOIb30BATENEH; CPe/ICTBA pasTPaHUYEHNS OCTYIIA; CPELCTBA ObecTedeH s 1
KOHTPOJISL IENIOCTHOCTH; CPE/ICTBA ONEPATHBHOTO KOHTPOIS M PErHCTPALHH
coOpITiit GezomackocTr. CpescTBA 3aLIMTE JOKHEL NPUMEHATHCSA KO BCEM
pecypcaM uHGOpMAaIOHHEIX CHCTEM YupasneHus obpa3oBaHusl, HE3aBUCHMO OT
UX BHIa 1 GOPMEI NIpefcTaBIeHUs HHGOPMALUY B HHX.

9.1.1. ®usnueckue cpeacTra 3amuThH

Du3MveCKIe Meph! 3aIIUTE OCHOBAHEI Ha IIPUMEHEHUHN Pa3HOro poaa
MCXaHIECKHX, 3JICKTPOHHBIX WM 3JIEKTPOHHO-MeXaHHYECKHX YCTpPOUCTB U
COOpPYXKEHUH, CrIelIUaILHO IIpeIHa3HAYEHHBIX IS CO3MaHUs QU3UYECKUX
NPEISATCTBUN HAa BO3MOXKHEIX MyTSX IPOHHKHOBEHUS H NOCTyMNa MOTEHIIMATBHBIX
HapyIuMTeseNd K KOMIIOHEHTaM CHCTEMBI M 3alMIaeMbIM NIEpCOHAJIEHBIM JTaHHEIM,
4 TaK)X€ TEXHUYECKUX CPe[CTB BU3YaIIEHOTO HAOMIOACHUS, CBA3M 1 OXpaHHOM



CUrRammsanum. [ns obecrneuenns dusmgecKoil Ge30MacHOCTH KOMIIOHEHTOB
UHQOPMANMOHHEIX creTeM VIO «JIIT» Heo6GX0auMo OCYIIeCTBIATE PAA
OPTaHM3ALUOHHEIX ¥ TEXHHUECKHX MEPOTPUSATHH, BKIIIOIAIOIIKX: npOBEpKY ;
060pyIEOBaHHH, NpeaHa3HaueHHOro Ui 00paboTKH MEepCOHABHBIX MaHHBIX, Ha:
HaJINYME CIIelHAIEHO BHEIPEHHBIX 3aK/IaIHEIX yCTPOHCTB; BBEeJIEHMIE
JIOTIONTHHUTEIFHBIX OrpaHAYEHHUIA 10 JOCTYITy B ITOMEIICHUA, peAHasHaYeHHBIE UL
XpaHeHHUs H 00paboTKH NMePCOHANBHBIX HaHHBIX, 0GopyHOBaHMe CUCTEM
HHbOpMaTH3ALHH YCTPOMCTBAaMH 3allIUTHI OT c60€eB IEKTPONUTAHH H IIOMEX B
JIMHHUAX CBS3H.

9.1.2. Texauveckue cpeiCTBa 3aLUThI

Texumgeckue (aNMIapaTHO-IpOrpaMMHbIE) MEPBI 3aIIU Tl OCHOBAHEI i
HCIIOB30BAaHHH PA3TMYHBIX 3JIEKTPOHHBIX YCTPOMCTB M CIIELMATBHBIX ITPOrpaMM 1
BEIOMHSIOIIHX (CAMOCTOATENBHO WIH B KOMIUTEKCE ¢ IPYTHMH CPEICTBAMH)
(DyHKIHH 3aIIuTH (HOEHTHOUKALMIO H ayTeHTH(QHUKALIHIO TOIb30BaTENEH,
pasrpaHHYeHHe JOCTyIa K pecypcaM, perucTpaliio COOBITUH,

KpunTorpauieckoe 3akpsTue HHGopMmanuu u T.4.). C yueToM Beex TpeOGoBaHuMit
H NPHHIHUIIOB obecnieyenHs 6e30IacHOCTH MEPCOHANBHEIX JaHHBIX IT0 BCEM
HaNpaBJICHHUAM 3alUTHI B COCTAB CUCTEMBI 3aIIHTHI JOJDKHEI OBITH BKIIFOYEHEI
CIeNyIoIHe Cpe/ICTBa: CPEeACTBa pasrpaHNYeHUs OCTYIIa K JAHHEIM; CPEeNCTBa
PETHCTpalHy OCTYNa K KOMIIOHEHTaM HH()OPMAIIMOHHOM CUCTEMBI 1 KOHTpOJIA 3a
HCIIONB30BaHUEM HH(QOPMalIUK; CpeCTBa pearupoBaHus Ha HapyIIeHUs pexuMa
HH(OPMAaIHOHHO}! 6e3omacHocTr. Ha TEXHHYECKHE CPEeNCTBA 3aIlUTHI BO3JIATAeTCs
PEIICHNE CIICTYIOIINX OCHOBHBIX 3aJ[ay: UACHTUPUKALHAS 1 ayTeHTUbUKaus
[10JIb30BATEIICH TIPH IIOMOIIY MMEH HJIH CIIEIMATEHEIX anrapaTHBIX CPECTB;
PETIAMEHTAlKS U YIIpaBleHHe JOCTYIIOM IOJIb30BaTelel B TIOMEIIEHUS, K
QHU3MYECKUM U TOrHYeCKuM YCTPOHCTBaM; 3alluTa OT IPOHUKHOBEHHS
KOMITBIOTEPHBIX BUPYCOB U Pa3pyIIHTEIBHOr0— BO3/IEMCTBUS BpeJOHOCHBIX
TIpOrpamMm; perucrparus Beex neifcTBHil ToIb30BaTeNs B 3aIMIIEHHOM )XypHAaJe,
HAIIMHMe HECKONBKUX YPOBHEN PErNCTPALAHA; 3aIHTA TAHHEIX CHCTEMEL 3alUTHI
Ha Qaitnosom CEPBEpE OT AOCTYIIA MOJIB30BATENEH, B YBH JOJIKHOCTHBIE
00s13aHHOCTH He BXOQUT paboTa ¢ mHGOpMaIiuy, HaXoAAIIeHCs Ha HeM.

9.1.3. Cpexncrtaa UNEHTUDUKALIMT | ayTeHTU(UKALMYU [ToNb30BaTeet

B uensix npegorspamenus paGoter ¢ pecypcamu HHGOpMalHOHHEIX cucTeM Y ][O
«AAT»mocToponnux mu HE00X0AUMO 06ecreurnTs BO3MOKHOCTE PACIIO3HABAHMS
KaXI0To JIEranbHOro noms30BaTeNs (I My noje3oBareneit). s
MIEHTHGUKALMHE MOTYT IPUMEHSThCS Pa3IMYHOIO pojia YCTPONCTBA: MATHUTHEIE
KapTO4KH, KJIIOYH, KTIOYEeBBIE BCTABKHU, JUCKETh H T.11. AyTeHTHUKaLUS




(monTBepaene TOMUMHHOCTH) TONB30BATENE] TAKKe MOXKET OCYIIECTBIATECH:
TIYTEM NpoBepn nammuus Y IOB30BaTeel KAKUX-THGO CHenUanbHbX yCTPOHCTE
(MarHuTHEIX Kaproyek, Kouei, KHOYEBHIX BCTABOK K T.4.); MyTeM IPOBEPKH
SHaHUA UMY Iaporieif; IyTeM IPOBEpPKH yHHKANBHBIX (PU3HIECKAX XapakTepHCTHK
Y TIapaMeTpoB caMuX MOJIb30BaTeIeil Mpy [OMOLIH CrelHaIbHBIX
OuoMeTpuueckux ycrpoiicTs.

9.1.4. Cpencrsa pasrpaHd4eHHs JOCTyIIa

30HBI OTBETCTBEHHOCTH H 33/1a91 KOHKPETHBIX TEXHITIECKHIX i
yCTaHaBJIHBAIOTCS UCXOMS U3 HX BO3MOXHOCTEH M 3KcnﬂyaTauHOHHB’Il}“( XHUYCSCKUE
XapaKTepHCTHK, OMMUCAHHBIX B JOKyMEHTallMH Ha JAHHBIC cpeacTsa. Te o
CcpeacTBa pasrpaHU4eHUs JOCTyIa 0JDKHEI 110 BO3MOIKHOCTH OBITH COCT

v i M
4aCTEIO eXHHOMN CHCTEMBI KOHTPOJIA AOCTyNa: Ha KOHTPOJIUPY® Y10 )
TEPPUTOPHIO;— B OTAC/IbHbIE NOMEICHUA; K KOMIIOHEHTaM HH(QOPMalMOHHOU

cpenst YIIO «JAT»u seMeHTaM CUCTEMBI 3aIUThI IIepCOHAIBHBIX AaHHBIX
($u3mdeckuii focTyn); K MHGOPMALMOHHEIM pecypcaM (IOKyMEHTaM, HOCHTEIIIM
uHpopMauuH, ¢aitram, HabopaM JaHHBIX, apXUBaM, CIIpaBKaM H T.I.); K
aKTHBHBIM pecypcaM (IpHKIaIHEIM IPOrpaMMaM, 3a/iadaM | T.IL.); K
oIepallMOHHOH CHCTeMe, CHCTEMHBIM IIporpaMMaM Y IlporpaMMaM 3allMTEI.

9.1.5. Cpenctea obecriedeHUs U KOHTPOJIS LIEJIOCTHOCTH

Cpenctpa obecriedeHus LeIOCTHOCTH BKIIOYAIOT B CBOM COCTAB cpencTsa
PE3EPBHOTO KOMHPOBAHUS, TPOrPaMMBI aHTUBUPYCHOM 3aLIUTEI, IIPOrPaMMEI
BOCCTAHOBJICHHS IIEJIOCTHOCTH ONE€PALMOHHOMN Cperl M 6a3 JaHHEBIX. Cpencta
KOHTPOJIST LIeJIOCTHOCTH MH()OPMAIIMOHHEIX PECYPCOB CHCTEMBI IIpeIHa3HAYEHEI
AJL1 CBOEBPEMEHHOI0 00HApYKEeHI MOAUDUKAIIUY WITH UCKAKEHHS pecypcoB
CHCTeMBI. OHH MO3BOJISIOT 00ECHIEYHTD NIPABHIEHOCTE (bYHKIHOHHPOBaHUS
CHCTEMBI 3aLIUTh] ¥ LeJOCTHOCTE XpaHUMOU U 0OpabaTeIBaeMoit UH(pOpMalHH.
Kontpons nenoctnocru MHGOPMALIUK ¥ CPEJCTB 3alUTHL, C LEJIbI0 00ECIIeYeHHS
HEU3MEHHOCTH HH()OPMAIOHHON CPeIkl, OIpe/IelsIeMOoi IIpeIyCMOTPEHHOM
TEXHONOrHeH 06paboTKy, 1 3aLIUTE OT HECAHKIMOHHPOBAHHOH MOUPUKALIMH
[IEPCOHANBHBIX NAHHBIX JOIKEH 0OecreynBaThCs: CPeACTBaMH pa3rpaHUYEeHUS
JocTyna (B IIOMEIIEHUS, K JIOKYMEHTaM, K HOCUTEJIAM UH(MOpMaLlUH, K CEpBEpam,
JIOTHMECKHUM YCTPOHCTBAM U T.II.); CPEACTBAMH 3JIEKTPOHHOM ITOATUCH;
CPEACTBaMHU TIOACYETa KOHTPOJIBHBIX CyMM (JIJIs1 HCIIOIB3YEMOro IIpOrpaMMHOI0
obecneuenus),

9.1.6. CpencTBa onepaTHBHOTO KOHTPOJIS H PETHCTPALMH COOBITHE 6e30MaCHOCTH.
CpezicTa 06beKTHBHOTO KOHTPOIS JOKHBI 06ecIIedHBaTh OOHAPYKEHHE U



PEeTHCTpamio Boex cobbITHii (neftcTBHil TONB30BATENEMH, TOMBITOK HC u T.11.),
KOTOpbIe MoryT nosneys 3a co6oi HapymeHue 6e301aCHOCTH U IPUBECTH K
BOSHHKHOBEHHMIO KPU3KCHBIX CUTyaluii. AHanu3 coGpaHHON CPeACTBAMH
PETUCTPALMH MH(bOPMALIMH [I03BOJISET BHISIBUTH (aKThl COBEPIICHIS HAPYILE
UX Xapakrep, oxckasaTb METOJI €ro paccae0BaHms U criocoOBI MONCKA
HapyIIUTeNs ¥ HCHpaBleHns cutyarun. CpeicTBa KOHTPOJLL 1 perucTpauin
IOJDKHEI TIPEIOCTABNIATh BO3SMOXHOCTH: BEACHHA 1 aganu3a XXypHaJloB "
perucrpauuu coObITHI 6e3011aCHOCTH (cucTeMHBIX mypHiJIOB); nonyqe;
TBEpHO# KoMK (TIeYaTy) XypHana perucTpalun coOBITHH 6eao£[ac:HoczK,HX
YIIOpAA0YEH A XYPHAJIOB, & TAKKe yCTAHOBICHHS orpaHM4eHHH Ha Cp

HIO0
OIIepaTHBHOTO OMOBEIIeHNs OTBETCTBEHHOTO 32 opraHM3aIl ;
1 perucTpaluy coOBITHH

HUM,

XpaHeHHs;
06paGoTKM NMepCOHATBHBIX JaHHBIX O HADYLICHUAX. ITp i
6e30MacHOCTH B XypHalle JOJDKHA GUKCHPOBATHCA cnemyrolas HHQOopMaLs:

JIaTa ¥ BpeMs COOBITI; HAeHTH(HUKATOp CyOBeKTa, OCYIECTBIIOMEro
pericTpupyeMoe NeficTBre; aeiicTBre (THI HOCTYIIA).

10. KonTpoab 3¢ (peKTHBHOCTH CHCTEMBI 3ALLHThI.

KoHTposb 3 (heKTHBHOCTH 3aIUTHI IEPCOHAIBHBIX JAHHBIX OCYILECTBIIICTCS C
LieJIbI0 CBOEBPEMEHHOTO BBIABJIEHHA U MPEJOTBPAIEHUS YTEYKH IMEPCOHAIBHBIX
AaHHBIX 32 CY€T HECAaHKLIHOHUPOBAHHOTO JIOCTYIIA, a TAKKe MPEAyIpPEKACHIS
BO3MOXHBIX CIELHA/IbHBIX BO3IEHCTBUM, HATIPABICHHEIX HA YHUUTOXKEHHE
TIEpCOHATILHBIX IAHHEIX, paspyIleHue CPeACTB HHopMaTh3anuu. KoHTpos
MOET IPOBO/MTECS NPHUBIEKACMBIMHU J/ISl 3TOM Iie/IM OPraHU3aLHAMY,
HMEIOLHMH JIMLCH3HIO Ha ITOT BUA AestenbHOCTH. Ouenka sbdeKTuBHOCTH MeEp
3allUTBI IEPCOHATIBHBIX JAHHBIX MPOBOIUTCS C MCTIONB30BAHUEM TEXHHYECKHX H

TIPOTpaMMHBIX CPEICTB KOHTPOJIS Ha IIPEMET COOTBETCTBHS yCTaHOBJIEHHBIM
TpeOOoBaHUSAM.

11. T'apanTun xouduaenumMaIbHOCTH.

Mudopmanus, OTHOCAIIASACS K MEPCOHANBHEIM JaHHBIM, CTABIIAS H3BECTHOI B
CBA3M C peanysanuell TpyAOBBIX OTHOIIEHH U B CBSI3M C OKa3aHMEM
T'OCYNapCTBEHHBIX YCIIYT U OCYIIECTBIIEHHEM rOCyNapCTBEHHBIX (DyHKIIHIA,
ABIACTCA KOHQUICHUMANBHO uHDOpMAaNMelt 1 oxpaHseTcs 3aKoHOM. PaGoTHuKH
¥ UHBIC JHLA, TIOYMHUBILIE TOCTYN K 06pabaTEIBaeMbIM MMEPCOHAIIBHEIM JaHHEIM,
NPEOYNPEXKACHEBI O BO3MOXKHOM’ AUCHHUIUTHHAPHOM, aIMHHUCTPATUBHOM,
TPOXNAaHCKO-TIPABOBOM MIIM YrOIOBHOM OTBETCTBEHHOCTH B Clly4yae HapylLIeHUs
HOPM H TpeboBaHuii JelcTByOMIEero 3aKOHOJATEIbCTBA, PETYIMPYIOLIETO MPaBUIIa
00paboTky U 3ammTEl NEPCOHATBHBIX JAHHBIX,



12,
M3menenug HacTosimeii IIoIHTHKH.

Hacrosag IMonuTtrka MoxeT 6bITh ZoTONHEHA TH60 H3MEHEHA. B ciry4ac
BHECEHUs! B HacTOsmIy:o [TOMUTHKY CYIIECTBEHHBIX H3MEHEHHH, K HIIM Oynet
ofecrneyen HeorpaHHUeHHBIH TOCTYII BCEM 3aMHTEepeCOBaHHBIM cy6BeKTaM
IIEPCOHANBHEIX JaHHBIX.



